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Abstract—The CAN (Controller Area Network) bus, i.e., the de
facto standard for connecting ECUs inside cars, is increasingly
becoming exposed to some of the most sophisticated security
threats. Due to its broadcast nature and ID oriented commu-
nication, each node is sightless in regards to the source of the
received messages and assuring source identification is an uneasy
challenge. While recent research has focused on devising security
in CAN networks by the use of cryptography at the protocol layer,
such solutions are not always an alternative due to increased
communication and computational overheads, not to mention
backward compatibility issues. In this work we set steps for
a distinct approach, namely, we try to take authentication up
to unique physical characteristics of the frames that are placed
by each node on the bus. For this we analyze the frames by
taking measurements of the voltage, filtering the signal and
examining mean square errors and convolutions in order to
uniquely identify each potential sender. Our experimental results
show that distinguishing between certain nodes is clearly possible
and by clever choices of transceivers and frame IDs each message
can be precisely linked to its sender.

Index Terms—source identification, physical fingerprinting,
CAN bus.

I. MOTIVATION AND RELATED WORK

The Controller Area Network (CAN) is a broadcast se-
rial bus initially designed for in-vehicle communication. The
ever growing design complexity of automotive embedded
systems makes it difficult for the manufacturers to anticipate
all possible threat scenarios. As a result, vulnerabilities in
automotive systems are highlighted by an increasing number
of recent papers [6], [1], [4]. All these prove that in-vehicle
communication, in the absence of source authentication, is an
easy target even in front of some of the most basic attacks,
e.g., replays, packet injections, etc.

The CAN physical layer is typically implemented as a two
wire differential bus as presented in Figure 1. Each frame
begins with an identifier (ID) which determines the priority
of the frame and carries up to 64 bits of data followed by a
standard 15-bit CRC. The 64 bit data field of the CAN frame
gives the first hints on why assuring cryptographic security
is uneasy. Clearly, it is not feasible to fit an authentication
tag plus the message in the 8 byte block that is carried by
each frame. Adding separate authentication frames increases
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Fig. 1. Typical CAN bus topology

the bus load and CAN is limited to 1 Mbps, an upper-
bound that is already reached in many practical scenarios.
Message Authentication Codes (MACs), the cryptographic tool
for assuring message authentication, are usually in the order
of 128 bits and while truncating them to a particular length is
an option one still needs to fit them along with the message
within the 64 bits (clearly, this is not possible). Van Herrewege
et al. propose in [8] the use of CAN+ in order to hide the
authentication bits within the bits of a regular CAN frame.
But CAN+ capable controllers are not yet available on the
market and it is not clear if they will be produced in the near
future (currently, as a more expensive alternative, the industry
is migrating to other layers such as CAN-FD or FlexRay).
In [7] Szilagy and Koopman allow each node to vote on the
authenticity of the message and each vote consists in several
MAC:s that are truncated in order to fit them inside each frame.
The suggested value from [7] is 8 bits for each MAC, this is
clearly too low to assure real-world security.

Obviously, the alternatives for assuring source identification
on CAN are limited. To alleviate this, here we take an entirely
distinct approach by trying to identify the nodes based on the
signal patterns. The CAN specification allows great freedom
in the implementation of the physical layer. As a consequence,
signals produced by transceivers from different manufacturers
are not identical. Moreover, as each electronic component
gathers unique physical characteristics, even signals generated
by transceivers from the same manufacturer show up unique
peculiarities that can help to distinguish between senders.

RELATED WORK. Several lines of work were already focused
on physical layer security. Hall et al. [3] used radio frequency
fingerprinting for intrusion detection in wireless networks.
Beamforming and artificial noise were used in wireless net-
works in a physical layer approach to provide secure commu-
nication in the presence of eavesdroppers [S]. Investigations
were done in the case of wired buses as well. The work of
Gerdes et al. [2] is focused on identifying Ethernet cards by
studying the synchronization signal (found at the beginning
of each Ethernet frame) with the help of a matched filter.
Reported experimental results show that Ethernet cards of
different models can be easily distinguished, while for cards
of the same model an acceptable degree of accuracy can be
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Fig. 2. Arbitration fields from three transceivers before low-pass filtering
(left) and after low-pass filtering (right)

achieved.

II. SIGNAL PROCESSING TOOLS

We briefly describe the mathematical tools that we used in
order to obtain a finer grain analysis of transceiver’s charac-
teristics. The following notations are used: the fingerprint F
is the reference data stored for each device, the signature Sig
represents a fresh data pending for verification and ¢ is the
length of the previous two vectors. Subscripts « and § to Sig
and F denote the index of a collected frame that is used either
as signature Sig or fingerprint F (whenever o # [ distinct
frames are taken into account).

1) Low-pass filtering: Signatures extracted from CAN
frames have to be compared with stored fingerprints. As shown
in Figure 2 the signal is noisy and a simple bit-by-bit compar-
ison between two signals may not be even possible as signals
greatly overlap. As a first step, we filter the acquired signal
in order to remove, as much as possible, from the unwanted
noise. Figure 2 illustrates signals representing the start of the
arbitration fields from 3 transceivers with very similar behavior
both in an unfiltered and filtered form. The overlapping is
abundant with the unfiltered signals. The filtering that we use
is a low-pass filter as described by the following equation:
Sig,li] = A - Sigy[i] + (1 — N) - Sig,[i — 1],6 = 1.8 (A is
the smoothing factor). This basic filtering technique produces
a noticeable difference between the signals, but it is not
yet enough to distinguish between very similar ones. The
following techniques will be also applied on the unfiltered
signal (in this case the tilde notation is omitted).

2) Mean squared error: For applying MSE in our case we
consider the stored fingerprint as the reference set and the sig-
nal to be checked as the second set. The mean squared error is
computed as: MSE(Sig,, Fg) = £ 20_, (Sigali] — Fsli])”.
MSE can either be computed over the signal to be verified for
all the stored fingerprints corresponding to the specified CAN
ID, or else, the signature can be compared with the average of
the stored fingerprints. If the signal being verified comes from
one of the authorized nodes then the MSE computed with the
node’s fingerprint should have the lowest value while all other
MSE computations should result in greater values.

3) Convolution: One common issue in signal processing is
signal misalignment. Even when using a high-end oscilloscope
(as we did for our tests) one cannot guarantee that the sampled
signals are perfectly aligned. This problem can be alleviated by
convolving the compared signals. The result of this operation
is a vector of length n+m — 1, where m and n are the lengths
of the two input vectors. These vectors have the same length
¢, thus, in our case the length of the result is 2¢ — 1. Each
element of the output is defined as: CONVy(Sig,,Fs) =
Zle (Fgli] - Sig, [k — i+ 1]). We consider the maximum

value of the convolution vector as representative for sig-
nal similitude to the reference since it marks the point of
best alignment. Therefore, the value used for comparison is:
— ¢ a0 i
MAXCONV = max;= ' (-, (Fali] - Siga[k — i + 1])).

III. EXPERIMENTAL RESULTS

We performed our tests on CAN frames produced by two
different types of devices: USB-to-CAN adapters and embed-
ded development boards. The acquisition was done using an
Agilent MSO6012A oscilloscope with a sample rate of 2 GSa/s
and a resolution of up to 12 bits. The acquired CAN signals
were saved on a PC using Matlab R2012 and Agilent device
drivers to control the acquisition.

A. Source identification

In order to test the source identification techniques, we
collected thousands of CAN frames from a series of 10 USB-
to-CAN devices (sysWORXX series from Systec Electronics)
and 5 development boards (ZK-S12-B from SoftecMicro) with
S12 cores (each board has 2 transceivers and each of them
was sampled). Differences between the signals produced by
different types of transceivers are clearly visible even without
applying additional processing techniques. For transceivers of
the same type, signal similarities are considerable and require
additional processing of the acquired data. The main set of
signals was generated with CAN ID set to 0x000 at 10Kbaud.

1) MSE based separation: Figure 3 presents MSE values
computed for a series of PCA82C251 transceivers (from the
USB-to-CAN modules), numbered from 1 to 10, using as a
reference the fingerprint for the fourth module Ty For each
transceiver 20000 frames were captured. The band containing
MSE values for signals produced by T%SB (red) is situated
in the lower part of the plot suggesting good similarities. The
majority of transceivers, with two exceptions, produce less
similar signals. One exception comes from Tiqg (purple)
which generates signatures that overlap with values from the
band for T%SB. The signature band for T4 (orange) stays
lower on the graph and could be falsely deemed as the better
fitting for the fingerprint of T{;qp. In the case of TIA1054T
transceivers (Figure 4) there are three transceivers that produce
signals very similar to the reference signal (produced by Tg{z
— the second transceiver from the second development board)
as displayed in the zoomed window. The difference between
the other four transceivers and the reference is in this case
greater than for the USB-to-CAN modules.

2) Convolution based separation: Figure 5 presents values
obtained using convolutions over the same data set as in
the previous section. The band containing values for signals
produced by T{,sp is constantly overlapped by the band gen-
erated for TY g, while the band for T{qy is just occasionally
overlapping it. The rest of the transceivers produce results
that can be clearly distinguished from the target T{;q5. When
applying the convolution on the signals from the S12 board,
results are similar as in the case of computing the MSE.
Three transceivers are hard to distinguish from the true target
based on the signals that they generate, while the other six
transceivers clearly generate different signals as can be seen
in Figure 6.
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3) Mean-value based separation: As reflected by the plots,
in some cases the signature of a single signal might not be
enough to accurately determine its source. To increase detec-
tion accuracy we tested a multi-signature based identification
by computing mean values for signatures and comparing it
with a fingerprint obtained in the same manner. We superim-
posed a line representing the mean value of collected signa-
tures over each set presented in the previous plots. Figures 7
through 10 contain signatures of the reference transceiver and
signatures very similar to them along with the mean values
for each data set.

B. Success rate of identification

As the identification success rates for using MSE are very
similar to the ones obtained when using convolution based

separation we include only results for the MSE case. Mean-
value based separation increases the identification accuracy
but only at the cost of more signal acquisitions which makes it
less appealing for practical scenarios. For example, computing
the mean on only 100 signals did not bring any noticeable
improvements, these were visible only for means computed
on 1000 frames or more.

Tables I and II present a measure of the detection accuracy
when using MSE based detection. Each cell contains the
identification result for a transceiver against a target transceiver
designated as the first entry in each row. Cell values range from
0 (transceiver was not identified as being the target transceiver)
up to 1 (tested transceiver is the target) and were computed
from 20000 signals for each transceiver. For easy reading, we
use the mark v whenever there was no confusion between
the two transceivers. Thresholds were empirically defined for



TABLE I
IDENTIFICATION RATES FOR PCA82C251 (ID SET TO 0X000)

Target | T1 T2 TS, T4 T? T8 T TS T T10
riog[ 0995 v v 0.001 v v v v v v
T% B v 0.920 v v v v v v 0.003
sl v v 1 v v v v v v v
o] 0001 v v 0.985 v 0.151 v v v v
Tosel v v v v 1 v v 0.002 v v
Tl v v v 0.001 v 0.999 v v v v
Thspl v v v v v v 0941 | 0.004 v v
syl v v v v v v 0002 | 0967 v v
msnl v 0437 | 0.001 v v v v v 0.994 v
TO
milal v 0.047 v v v v v v v 0.997

TABLE 11

IDENTIFICATION RATES FOR TJA1054T (ID SET TO 0X000)

1
T8l ! v v v v v v v v v
1
T&)o v 1 v v v v v v v v
T2, v v v 0204 v 0.029 v v
77
T, v v v 0.118 v 0.121 v v
3
T v v 1 v v v v v
T, v v v 901 v 0300 v v
7
T, v v v v 1 v v v
7
T v v v 0.029 v 0.900 v v
T, v v v v v v v v 1 v
7
T, v v v v v v v v v 1

each target transceiver based on the MSE value ranges so that
the detection rate of each target transceiver is not smaller than
90%. We allowed rates smaller than 100% for transceivers with
similar behavior when the bands of MSE values overlapped.

The results shown in these tables come as a support for
the previously depicted graphical representations. The batch
of PCA82C251 transceivers seem to be easier to distinguish
with a maximum false detection rate of 69.5% (T%gp Vs.
T{;gp) while in the case of some of TJA1054T transceivers
this range can go up to 99.9% (TZ,, vs. T2 ,) which
means that similarities in signalling behavior are too big to
make a correct identification. However, this confusion can be
apparently circumvented by clever allocation of the IDs as we
discuss next.

Table III shows the identification rate while changing
the ID to 0x555 and the baud-rate to 125k. At a glance,
identification rate seems to worsen, however, on a closer
inspection it turns out that for transceivers T2, and T3/,
that were hardly distinguishable, the confusion rate now drops
to 0%. This strongly suggests that clever allocation of IDs for
specific transceivers can yield extremely high identification
rates. Changing the data-rate back to 10 Kbaud preserved the
changes in the overlapping pattern which proves that this is
determined by the ID alone.

TABLE III
IDENTIFICATION RATES FOR TJA1054T (ID SET TO 0X555)
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Since collisions between transceiver patterns appear to be
random, they should be precisely linked to the resolution of the
measurements (in our case, a 12-bit resolution). Consequently,
this will bound the success probability of an adversary that in-
serts its own device on the network. If the available resolution
is too low, one should consider increasing the size of the ID
or even extending the identification to other portions of the
frames for better identification rates.

To address potential signal drifts in time, we repeated our
experiments over a period of several months and found the
signatures to remain within their boundaries. One of our tests
consisted in continuous signal acquisition from devices over
a period of roughly one month of uninterrupted functioning.
No noticeable drift was visible during these tests. Indeed, over
longer periods of time, it is possible for drifts to appear but we
consider that this effect can be compensated by continuously
updating the fingerprint of each device with newly received
signals.

IV. CONCLUSIONS

The methodology described here proved to be workable in
distinguishing the source of messages without any modifica-
tions on the software that the node is running or of the network
that it is part of. This may set a distinct perspective on assuring
broadcast authentication in CAN networks, an environment
where cryptographic techniques are currently absent and will
be hard to implement due to the various constraints. Assuring
security on this kind of bus will likely become mandatory
in the near future due to many safety-critical applications
that rely on it: both automotives and industrial networks
recently proved to be constant targets of cyber-attacks. Besides
detecting intrusions, this technique may also be useful for
forensic purposes as event data recorders are closer to be
mandatory for newly produced automobiles.
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