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ABSTRACT With the rapid momentum of the Industry 5.0 paradigm due to its projected socio-economic
impact, it has become essential to interpret its requirements into a concrete form. This study concentrates on
an extended experimental use case, constructing a multi-level approach to address the identified challenges
concerning system integration, digital transformation, interoperability, and OT-IT convergence at enterprise
level. The experiment aims to evaluate a functional framework for the adoption of Industry 5.0, enhancing
cooperation and collaboration, improving stability for future development and integration objectives, while
respecting the general architectural design of the organizational infrastructure. The prototype involved the
successful formation of a highly available enterprise infrastructure, introducing a modular development
structure for Node-RED flows, augmenting system compatibility, transfer mechanisms, and protocols,
including a fully dynamic data acquisition and standardization phase. The refined solution facilitates
informed decision-making processes for involved personnel, while merging the OT and IT domains within an
open-source, scalable, dynamic, highly-customizable and flexible framework, with minimal implementation
and operational costs. This scholarly work underscores the importance of advancing towards contemporary
data architectures that support and sustain growing data volumes, enhance user experience, and usability in
operational processes. It champions an ideology that places scalability at the core of enterprise architecture
strategies, thereby promoting advancements, performance, and growth opportunities through a single-source-
of-truth (SSOT).

INDEX TERMS Data, Industry 5.0, integration, interoperability, node-RED, OT-IT convergence,
standardization, virtualization.

I. INTRODUCTION
Industry 5.0 (I5.0) defines a transitory state in the direction
of a mentality shift constructed on three main pillars:
human-centricity, sustainability and resilience [1]. Its main
objective is to emphasize collaboration and innovation for
a positive societal impact, accentuating human participa-
tion [2], [3] in technological and operational processes, while
simultaneously underlining the importance of sustainable
development [4] and green practices [5] for the environment.

The associate editor coordinating the review of this manuscript and
approving it for publication was Claudio Zunino.

It can be considered a complementary effort emerging
from the Industry 4.0 (I4.0) paradigm, which focuses on
automation and Digital Transformation (DT) [6]. The main
key technologies of Digital Transformation include: Internet
of Things (IoT), Cloud Computing, Artificial Intelligence
(AI), Digital Twins, Robotic Automation Processes (RPA)
and other strategic development tools.

The implications of an interconnected and digitalized
world are not limited to local applications in the context of
an Industrial Internet of Things (IIot) mesh, but introduce
the concept of operation technology (OT) and information
technology (IT) convergence [7]. OT implies designated
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software and hardware, which interact with physical devices,
processes and industrial infrastructure elements (Supervi-
sory Control and Data Acquisition - SCADA, Geographic
Information System - GIS, Distributed Control Systems -
DCS, Programmable Logic Controllers - PLC etc.) from
multiple sectors. IT comprises enterprise solutions that
manage heterogeneous data, varied applications and digital
infrastructure. In spite of these two layers being distinct and
uncorrelated, they pertain to crucial roles within contempo-
rary organizations [8]. Thus, coexistence and convergence of
the OT and IT levels is complex and marked by numerous
hindrances, as they belong to different worlds and scopes [9].
The persistent utilization of legacy systems within

organizations serves as a fundamental obstacle to digi-
tal transformation efforts, mainly due to their outdated
protocols and inefficiencies, despite their essential role
in supporting critical processes [10]. Legacy systems are
antiquated technologies that remain essential to organizations
due to their support of key business operations, yet they
struggle with inefficiencies and lack the connectivity features
present in modern solutions [11]. This reliance on legacy
systems contributes to organizational complexity and poses
challenges, especially as companies attempt to adopt newer
digital tools and solutions.

Inflexibility, compatibility issues, lack of functionali-
ties, challenges in data transfers, disruption of ongoing
business-critical processes and ingrained resistance to change
confine inherent liabilities correlated with legacy system
integration [12]. The seamless integration of these systems
with modern technologies involves adoption of new and
effective methodologies in terms of planning and devel-
opment, ultimately leading to harnessing innovation while
utilizing the current existing infrastructure.

This becomes paramount in the interconnected modern
world, especially considering the transition to the Industry
5.0 paradigm and its corelation with Society 5.0 [13], but
methodologies and solutions are not clearly defined for this
specific kind of accelerated adaptation; therefore, in-depth
studies of OT-IT convergence becomes a key component
for modern enterprise architectural designs and industrial
practices.

The scope of this manuscript, which builds upon our con-
ference paper [14], is to propose an incipient architecture for
standardized OT-IT convergence, supporting organizations
on their journey to digitalization goals, while maintaining
ongoing business processes, with Industry 5.0 pillars in mind.

The paper is assembled as follows: section II will
contour the current industrial context in an ample manner,
by reviewing the available specialized literature, highlight-
ing limitations, challenges and research gaps. Section III
will cover the Solution Development practices utilized in
this manuscript, alongside valuable implications on the
viable architectural designs for achieving coexistence and
interconnection. Chapter IV will analyze and discuss the
results and achievements of this paper. Lastly, the final
part of the paper will cover the drawn conclusions, their

impact for the completed study and future directions for
researching the opportunities introduced by this study.

II. LITERATURE REVIEW
As previously mentioned, Industry 5.0 delineates a comple-
mentary approach to Industry 4.0, thus creating a co-existence
mentality between the two concepts [15]. Among these lines,
in paper [16], a more in-depth analysis is conducted to
understand the real implications of the junction, transition or
the hybrid integration of Industry 4.0 and 5.0.

A compelling analysis consists in discovering the advan-
tages and disadvantages of adopting Industry 5.0. From a
technological perspective, paper [17] states the relevance
of integrating advanced technologies, such as real-time
monitoring, to aid workers express their creative nature,
while automation elements handle repetitive and mundane
tasks, constructing a flexible operational process. This would
reinforce the ideology of synergistic revolution, rather than
interchangeable considerations.

Authors of paper [18] propose a comprehensive framework
that introduces the conceptual foundation, an array of tech-
nological principles, areas of focus, levels of implementation
and ‘‘triple bottom line’’ as key pillars for moving towards
incorporation of Industry 5.0 mentality in industrial medi-
ums. In the technological principles pillar, it is identified that
collaboration, coordination, communication, automation,
data analytics and identification shape an effective milieu for
ensuring that disparate parts facilitate an optimal information
exchange across various stakeholders and departments, while
leveraging data to improve decision-making and operations.

As Industry 5.0 relies heavily on interoperability, for cre-
ating a responsive and interconnected system, exploring new
technologies and industrial practices for building a cohesive,
resilient and efficient ecosystem becomes adamant [19].
Scholarly study [20] observes a significant amount of

limitations in terms of research efforts, from which it
can be enumerated: scarcity concerning empirical studies,
limited amount of systematic analysis, constrained range
of focus for existing research, insufficient interdisciplinary
approaches, rapid technological advancements and lack
of resilient implications, which lead to gaps in view of
research. A broader understanding of enabling technologies,
architectures and methodologies is necessary to implement
real-life use-cases, which support a sustainable embracement
of this movement.

Moreover, human participation and automation balance
persist the societal impact, prioritizing the organic intelli-
gence ofworkers in addition tomachine precision, as per [21].
OT-IT convergence, therefore, becomes paramount for

attaining the goals proposed by the Industry 5.0 revolution,
especially considering the intensification of digitalization
efforts [22]. Disparate operational priorities between the two
layers mark an important gap: the information technology
layer focuses on data by leveraging its integrity, confi-
dentiality and availability, whereas the operational sector
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values availability and reliability. From a technical perspec-
tive, the data model incompatibility is significant for the
OT-IT convergence: OT data are isolated, uncorrelated and
unstructured, while IT data are transactional and structured.
This decoupling affirms the necessity of innovation to
sustain information exchange between entities, alongside
data correlation and accessibility. Paper [23] approaches an
ontological solution, proposing a systemic methodology for
data integration, targeting specifically IoT meshes.

The challenges of integrating the OT level are considerably
exacerbated by its characteristic nature of critical importance
for business operations, especially in the context of security
and hyperscalers correlated to cloud and IIoT, confirming
the data-driven essence of modern environments [24].
This involves a validated architecture for the operational
layer constraints, which not focuses only on migration but
integration, impacting coevality.

At the present time, the operational level benefits from the
Open Platform Communication Unified Architecture (OPC
UA). Although industrial equipments have majorly evolved
in the direction of utilizing this consecrated client-server
protocol for the operational level integration with designated
digitalization technologies (for example, Digital Twins - DT)
[25], [26], [27], a tendency towards asynchronous messag-
ing models, such as Publish-Subscribe [28], is signaled,
Additionally, the amount of independent communication
protocols, of legacy systems and proprietary SCADA systems
raises a series of concerns.

The research paper [29] shows that, in spite of the standard-
ized and reliable nature of OPC UA, the intrinsic constraints
pertaining to the outdated equipment obstruct viable resolves
for integration, suggesting that fully customized solutions
which delegate flexibility as a congruent enabler in this
contemporary context.

At the IT layer, the possibilities of interoperability are
reduced, respectively, solutions are based on file-based data
exchanges [30], database level access [31] or Application
Programmable Interface (API) integration [32].Moremodern
systems are open to standardized protocols considering Mes-
sage Queuing Telemetry Transport (MQTT) and Advanced
Message Queuing Protocol (AMQP) at the application level.
However, some legacy systems are completely segregated in
their current functioning.

The integration of traditional legacy systems into mod-
ern technological infrastructures generates a multitude of
complex challenges that require a methodical and strate-
gic approach to ensure a smooth and effective digital
transformation process [33].
The principles of Industry 5.0 emphasize the importance of

human-centricity, sustainability, and resilience. To align with
these, it is crucial to integrate and ensure smooth cooperation
between OT and IT. This harmonization is essential for
efficient data movement and maintaining operational efficacy
amidst complex, fast-paced changes in technology and
paradigms. Challenges such as incompatibility and the

variety of data formats can impede effective information
exchange, highlighting the contradictions between numerous
entities, as noted in studies [34] and [35].

The study [36] addresses a case study highlighting Asset
Administration Shells (AAS) as key enablers of I5.0 and
focuses on the challenges of integrating antiquated devices,
where legacy systems’ deficiencies in data structures and
interfaces increase complexity, form data silos, and sepa-
rate departments, while also focusing on the importance
of a systematically coordinated database; Meanwhile, the
manuscript [37] acknowledges that legacy systems create
difficulties with standardized data formats and interfaces,
thus impeding the development of an interoperable and
operationally reliant ecosystem.

On the topic of data exchange, isolation between the
two layers, namely OT and IT, promotes gaps in the
efficiency of operational processes, as well as decisional
ones. Information requires standardization for enhancing
unobstructed aggregation and exchange in heterogeneous
landscapes [38]. Thus, the concept of single-source-of-truth
becomes auspicious for the construction of a unified data
structure, resolving inconsistency and duplicity between
infrastructural levels [39]. Paper [40] utilizes a virtual unified
namespace for data networking founded on an ISA-95
standardized structure, leveraging the AAS concept.

As modernization strategies for legacy systems confine
a particular area of interest, [41] examines strategical
proposals, while suggesting a habitual resistance to change
caused by the inherently integral characteristic of these
systems. One fascinating discussion points to disruption of
ongoing operations, which ultimately justifies the vacillation
in terms of adopting new technologies and methodologies.
Considering this, it argues that modernization efforts are
regressing. Besides, to ensure an optimal exchange between
adoption and integration, assessing the impact for the
company and involved stakeholders, an effective cost analysis
should be performed, as costs represent a main driver of
stagnation.

Paper [42] outlines the importance of a conceptual frame-
work for improving legacy systems, emphasizing that the lack
of a well-defined approach will exacerbate the difficulties
associated with merging obsolete systems with current
technology. This complexity could hinder organizations in
effectively handling intricate transformation demands, both
theoretically and practically.

Manuscript [43] highlights the critical issue of scalability
within legacy systems, which rely on outdated technology
stacks that hinder efficient scalability. It emphasizes the
importance of transitioning to modern data architectures to
handle increasing data volumes and improve the experience
of the user. The work advocates for integrating scalability
into enterprise architecture strategies to enhance performance
and support sustainable development efforts, additionally
underlining the criticality of data associated with scalability
and overall accessibility.
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Moreover, older applications have a monolithic approach
in determining their software architecture, providing addi-
tional efforts in relation to implementing a viable design for
an enterprise-wide environ which scales alongside business
requirements, as opposed to a microservices based method.
Their tightly-coupled and interdependent resources pose a
notable deterrent correlated to integration and interoperability
efforts, as their expansion is limited and addition of modules
can require scaling for the entirety of the system [44].
Authors of article [45] state that organizations moved in the
direction of modernizing their outdated computing system
by decomposing monolithic application in microservices,
although a series of difficulties arise: high complexity,
microservices identification, independent deployment, code
decomposition, data management and storage, communica-
tion between independently decomposed modules.

Furthermore, research work [46] opens up avenues for
data-centric processes, focusing on data decomposition in a
microservices-based migration strategy. The authors argue
that database and schema analysis marks a shift from
traditional methods that place emphasis on the functional
aspects. Their methodology acts in opposition to the afore-
mentioned point, focusing on clustering data and structuring
mappings for a data-driven approach. The establishment of
clearly delineated boundaries and the assignment of specific
responsibilities can significantly contribute to the overall
effectiveness and efficiency of organizational structures
and interpersonal relationships within various organizational
contexts.

Among these lines, one prominent discussion is based
on data consistency. This aspect is tackled in paper [47],
discussion the real implications of the two different types
of architectures and their trade-offs. It is identified that in a
microservices-based approach, as each service manages their
individual information sources, it is probable to lead to data
integrity issues. The authors propose a series of potential
strategies, which include techniques such as data replication
in a shared repository, though it might lead to tight coupling.

The ontology learning framework discussed in article [48]
emphasizes the challenges of integrating legacy ERP systems,
criticizing traditional methods for their inflexibility. The
article argues that to meet the evolving demands of complex
and dynamic environments, integration approaches must
prioritize adaptability and personalization to effectively
integrate system components.

Manuscript [49] refines a strategic methodological rec-
ommendation, which involves a four-step approach for a
governed perspective. The steps consist of assessing the
company’s integration objectives in alignment with business
needs, documenting the resulting frameworks for further
evaluations, proposing a significant role for IT in executive
processes, leveraging collaboration for interoperability and
integration governance. This allocates a primary role for
integration governance at organizational level. Not only does
this support a shift from the previously isolated solutions

but also encourages a new direction for interconnection,
coevality, interoperability and communication.

Research study [50] was conducted in the Insurance
field, modernizing legacy software by utilizing middleware
platforms and highlighting their role on this type of
orchestration. It was observed that 70% of budget allocation
is consumed on maintenance for IT legacy systems. Adopting
middleware solutions serves as a bridge between legacy and
modern solutions, promoting characteristics such as protocol
translations, service orchestration, data transformation and
of highest importance, system functionality and performance
improvements.

In addition, paper [51] supports middleware adoption for
legacy system integration with consideration to extension of
operational life by allowing interfacing with contemporary
technologies, as well as increased flexibility, which allows
for new functionalities, while not soliciting the entirety
of the legacy system. There is also a benefit in terms
of risk mitigation, as destabilization is improbable due to
confinement of legacy modules and provides simplified
maintenance and development. As the middleware can serve
as a centralized hub for clients, it additionally broadens the
usability of the system, with no compromise of jeopardizing
the antiquated solution. The authors argue that adopting this
kind of strategy conjointly traverses to increased innovation
and improved team morale.

According to the relevant literature [52], the identified
challenges surpass mere technical limitations and also
include notable shortcomings in informational understand-
ing, knowledge and documentation.

The paper [53] discusses the challenges posed by vendor
lock-in, particularly in cloud computing. Vendor lock-in
limits development, integration, and interoperability by
making clients dependent on specific vendors for products
and upgrades. This dependency can lead to obsolescence and
lack of innovation, while migrating away from a vendor can
be costly and disruptive to business processes. Thereby, the
manuscript offers an analysis of vendor lock-in’s impact,
concluding that reliance on particular providers compli-
cates transitioning to alternative solutions technologically,
operationally, and financially. Organizations face increased
complexity inmanaging their infrastructures, highlighting the
need for open-source solutions.

Ongoing analyses of advancements within the actual
industrial sphere rely largely on collaborations between
academia and industry. Through such alliances, practical,
market-ready innovations are propelled forward, all while
bolstering the current body of knowledge.

III. SOLUTION DEVELOPMENT
This section of the paper will cover the theoretical and
tangible implementation of the proposed solution, with
specific regard to IT-level integration methodologies, in a
practical manner, while additionally depicting the resulting
architectural framework. Particular independent elements for
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the integration layer will be detailed in three subsections. All
subsequent activities were carried out for a concrete proof-
of-concept use case within the Production domain related to
the water industry sector, therefore utilizing real-life data.
The conducted research serves as an extension of paper [14],
broadening the functionality, understanding and implications
of the initial framework.

The proposed scenario utilizes three distinct broadly used
methods for data transfer, specifically file data transfer, direct
database connection and API endpoints for an empirical data
format standardization in the IT-level context. The proposal
covers a simulative integration with OT-level data sources
for uniformization and consumption, thus maintaining the
ideology of inter-level convergence by utilizing Modbus
TPC/IP and OPC UA. Data sources in the IT domain pertain
to the same legacy application, as the scope is represented
by integrability in the context of Node-RED, rather than
focusing on attaining particular data generators for this
experiment. Consequently, the systems have to be considered
independent for their purpose, thus resulting in five entities
for the objective of this project.

Therefore, development focuses on an empirical design
for co-existence, harmonization and reduction of implemen-
tation complexity, introducing the real-life possibility for
future extensions with an additional Geographic Information
System (GIS) or other widely-utilized technologies from the
industrial spectrum.

The primary objectives of this research implementation are
the following:

- Developing an incipient viable architectural framework
that uses Node-RED as middleware not only to enhance the
functionality of the legacy system, as per [14], but also to
promote an interoperable ecosystem capable of adjusting to
the needs of digitalization in the context of convergence in
OT-IT.

- Evaluating the effectiveness of the proposed conjoined
infrastructure through the proof-of-concept use case and
understanding its implications.

As a main focal point, this experimental case study will aid
in addressing the following questions:

1. What are the identified key opportunities for OT-IT
convergence in this specific context?

2. Can Node-RED be effectively implemented as middle-
ware to fit the criteria established in scholarly literature?

3. What improvements can be observed after integrating
Node-RED?

4. What benefit will it introduce to future-proof internal
processes and ensure a single-source-of-truth (SSOT) for data
acquisition in upcoming implementations?

Therefore, the academic discourse is centered around the
capability of Node-RED to adjust and promote a strongly
decoupled, yet centralized, intermediary Processing and
Integration Layer for OT-IT convergence, as well as on
data acquisition and standardization for comparison between
integrability utilizing point-to-point (P2P) connections and
SSOT.

Consequently, the interest is maintained on constructing
a viable architecture to support the emergent I5.0 paradigm,
in the context of intensive digitalization.

Thus, the three major points of interest in the experiment
are drawn from the dissimilar integration patterns commonly
utilized at the IT-level, specifically:

1. Integration of Excel file for manual data extraction.
2. Direct integration of an Oracle database.
3. Integration based on API endpoints for data injection.
Subsequently, the OT level integration will be addressed

utilizing a Modbus TCP/IP simulator and KepServerEX OPC
UA software.

Fig. 1 depicts the architecture designed for the proposed
scenarios, examining the potential for IT-OT convergence
through the use of the referenced framework design. The
compatibility of integration with Node-RED at the OT
layer has been thoroughly analyzed in previous academic
work [54].

The illustration provides a comprehensive graphical rep-
resentation of various components that are integral to the
overarching framework, withNode-RED emerging as the piv-
otal element that facilitates interoperability between disparate
systems. Serving as the selected middleware platform, Node-
RED plays a crucial role in bridging the two enterprise levels.

In the proposed architectural design, among the OT and IT
sections, the following entities can be particularly identified:
the Processing and Integration Layer, the Virtualization Layer
and the Reporting Layer. Hence, the final solution promotes a
skeleton that interlocks the operational and informational data
sources and targets, independent of standards and protocols,
and the aforementioned standardized layers for digitalization
practices.

As the two levels introduce the five practical data sources,
the Reporting layer mediates the data consumption for user
involvement, thereby designating the target for this particular
scenario.

In upcoming paragraphs, the tangible implementation
is tackled following a set of predefined aspects, which
will be used to attest the viability in the Discussion
chapter of the paper. To ensure seamless integration,
proper scaling and OT-IT convergence for additive oper-
ational processes in future digital transformation efforts,
the systematic steps engaged are as follows: integration
requirement assessment, data mapping and standardization,
automation of data extraction, data transformation and
loading, validation and quality assurance. The planning phase
becomes adamant for consistency in the implementation
phases, as the rigorous delineation provided a compelling
skeleton for re-usability, scalability and reducing overall
complexity.

Data mapping and standardization is a crucial phase that
will not only lay the groundwork for the existing integration
architectural design but will also serve as a foundation for
future methodologies. From this perspective, the depiction
shown in Fig. 2 emphasizes an exemplified variant of the
selected structure for data standardization, which will apply
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FIGURE 1. Case study architectural proposal.

FIGURE 2. Virtual unified data structure.

to the three scenarios explained below and will extend to the
simulative data producers.

The selected structure presents a substantial characteristic
benefit; particularly, it translates effectively to MQTT or
AMQP topics, aiding in protocol adoption, supporting
reutilization. In addition, its simplicity stems reduction of
complexity for heterogeneous data sources, providing a solid
foundation for unified information, as it can be extended
and adapted depending on particular necessities. This implies
complete independence of data producer, but reliance on the
Integration layer.

The Reporting layer, which mainly constitutes a consumer
in the described scenario, is purposely implemented to utilize
exclusively only the dynamically generated in a compelling
visual, to provide a final overlook on the attainability of a
unified repository, where all sources are independent, but
correlated. The visualization is constructed on an aggregation
of the entities, presenting the latest value read, a historical
evolution for the locations, the total sum for all cumulated
distribution points and the highest value of the measurement
depending on the selected timeline, per location.

A. FILE SYSTEM INTEGRATION
Considering data file exchange as a consecrated methodology
for transfer and migration, the capacity of Node-RED to
integrate this kind of mechanism was evident. As major
software still operates on this kind of approach on both levels,
providing an interoperable solution for managing this kind
of transfer marks an interest point for synergic relationships
between inter-level entities. Node-RED presents the base
capacity of integrating file system information in an out-of-
the-box manner, thus the implementation could be developed
further.

The files are manually uploaded to a common folder via a
manual activity, directly from the source system. This triggers
the integration flow and further processing via utilization
of an event watch to monitor folder and file changes.
Moreover, this points towards a contemporary approach
of an event-driven medium, supporting responsiveness.
Albeit the optimization for modern practices, a standard
scheduled injection can still be employed to ensure common
functionality across flows.

To further elaborate on the logical execution of the
processing framework, the subsequent phase entails the
reading and structuring of data sourced in a comma-separated
value (CSV) file format. Data extraction is executed via a
designated out-of-the-box node available in Node-RED for
reading files. It is further transformed into accepted SQL
standards. This transformation is crucial because it enables
the seamless integration and manipulation of data within
relational database systems.

The method of data formatting and the creation of SQL
statements is performed in a highly flexible and responsive
way, with no hard-coded elements regarding table names or
fields. The platform processes the input utilizing JavaScript
functions and creates a Local FlowVariable for the JavaScript
object. This object is then transformed into the required
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FIGURE 3. Processing logic for excel file extraction.

SQL Statement for Data Insertion, based exclusively on the
acquired data.

This adaptability is essential, as it enables the development
of a unified information framework, which then serves
as a definitive single-source-of-truth for all downstream
consumers. Ensuring that data are carefully structured,
as shown in Fig. 2, a strong foundation is established, which
not only improves integrity, but also facilitates access and
usability between various applications and stakeholders.

Moreover, the functional aspect is structured in separated
components, via sub-processes, thus associating particular
steps of the logical process with particular acquisition phases,
as previously mentioned. This modularization is essential for
the re-usage of components, reducing development time, as in
the constructed experiment the modules were implemented
only once.

Fig. 3 illustrates the core processing logic integral to
this procedure, emphasizing the flow of data described
above. This visual representation serves to clarify the
intricate pathways through which information is processed,
delineating the various components involved.

In this schematic, the user is presented as part of the pro-
cess, considering the role of personnel, specifically to ensure
the continuous flow of data through manual activities, which
trigger the Node-RED integration. The manual activities are
strictly correlated to the legacy system and do not interact
in any direct manner with Node-RED, as the non-automated
mechanism of file extraction is decoupled from the automated
execution logic. The implications of this will be discussed
further in the Discussion section of this paper.

B. DIRECT DATABASE CONNECTION
For the second implementation proposal, a direct database
connection was selected, to affirm the adaptability of
Node-RED for diverse sources. The extraction and transfor-
mation process was conducted in a similar manner to the first
method used, attesting the reutilization of components and
sub-processes.

The flow is started using scheduled triggers. Similar to
the first scenario, one element that needs to be independent
of the rest is the connection manner. In this case, the
connection to the data source is established through an Oracle
Database pre-existing node. The acquired data are managed
in the same manner, converting it to a local flow context
JavaScript object, and SELECT queries are designed utilizing
the dynamic recognition system. There is a notable reduction
in the number of hard-coded components, allowing for

FIGURE 4. Processing logic for direct database connection.

successful re-use of the created decoupled elements. This is
visible in Fig. 4, underlining the ease of customization in the
proposed approach, while maintaining the same constituents
of the processing logic.

C. DIRECT API INTEGRATION
The foundation of the flow hinges on the network of inter-
connected nodes that collaboratively support the seamless
and efficient transfer of data from the Oracle Database
through a custom-built Python REST API endpoint into the
unified virtual namespace. The implementation of the API
endpoint for database extraction was implemented utilizing
the FastAPI framework for Python. Although the specificity
of the solution, the flow is still independent of the source,
in this case the self-developed API. The design was created
for extensibility, scalability and reusability, as proven by the
refined skeleton of the flow.

The integration flow is triggered by the injection node,
configured with scheduling functionality, which afterwards
utilizes a specialized input node for HTTP connection,
configured with GET operation.

It is imperative to note that authentication and autho-
rization must be employed to ensure secure access to
the APIs. This involves the implementation of the OAuth
2.0 protocol, which facilitates the acquisition of access
tokens necessary for API interaction. The flow includes
configurations dedicated to managing the authentication
process, ensuring that all data extractions and insertions are
conducted in a secure and compliant manner. Following the
authentication method, connection is established through an
HTTP node with GET operation configured to access the
required endpoint.

This specific use case involved the conversion of the
API response body to a JavaScript object, alongside the
established dynamic SQL statement node. Upon successful
transformation and SQL creation, the process advances to
the core functionality of inserting data into the Virtualization
layer, represented by MySQL.

Moreover, for redundancy reasons, as well as unifying the
virtualized data under the constraining standardization for
this type of integration, data is stored under theMySQL tables
utilizing the same dynamic data insertion process component
as for the aforementioned use cases.

Fig. 5 illustrates the Node-RED process for this approach.
Remarkably, the notable differences are the connection
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FIGURE 5. Processing Logic for API operations.

FIGURE 6. Processing Logic for OT-Level Software.

methods throughout the scenarios, underlining the versatility
of the chosen medium.

D. OT-LEVEL SOFTWARE INTEGRATION
To evaluate the feasibility of the proposed unified framework
at the operational level, simulative software has been used to
test integration with Modbus TCP/IP, and KepServerEX has
been chosen for the experimental phase of this integration
with OPCUA. As the execution logic of the Node-RED flows
consists of reusable components, the processing behind it
is similar to the previously presented computational units.
This method proves to be highly flexible in handling various
data sources, emphasizing the advantage of employing a
middleware solution as a processing layer for standardizing
and correlating data prior to integration and convergence.

Therefore, Fig. 6 underlines the integration method for
Modbus and OPC UA:

In one scenario, the traditional polling method was utilized
for the OPC UA data source. In contrast, the other case
involves subscribing to the server, resulting in it delivering
updates to the client. Both scenarios connect to the source
via the same node, differing only in configuration, not in the
input nodes. Thus, it will be regarded as singular connectivity
point, but will be tested separately for both premises.

For the connectivity with the Modbus simulator, a Modbus
Flex Getter node was introduced to create the integration
point. Data is acquired from the holding registry 40013.

Details about the initial data formats are illustrated in
Fig. 1. Once the connection is successfully established, the

data undergoes processing with the previously mentioned
algorithm that can identify and align it to a standardized target
data format. Dynamic SQL creation is performed based on the
extracted and processed data, resulting in the execution of the
same batch data insertion into the virtualization layer.

IV. RESULTS AND DISCUSSIONS
As this paper is constructed as an extension to paper [14],
development and test scenarios were conducted in the water
industry sector, utilizing prerequisites and findings from the
aforementioned scholarly work.

The overall architecture was developed bearing in mind
prevalent shortcomings identified in enterprise infrastructure
ecosystems, particularly interconnection hardships of OT-IT
levels due to lack of flexibility, scalability and compatibility,
alongside data inconsistency, reliability, availability and
standardization.

For the testingmethodology, the data acquisition phasewas
executed in separate installments for each of the IT-level data
sources, to assess the impact of each individual when using
the proposed dynamic components in Node-RED, while also
evaluating the accuracy and consistency data. This step had
a 100% success rate, as all information was attributed to the
correct entity in the standardization layer and maintained the
integrity and accuracy of data, while enhancing accessibility.
Therefore, the proposed modularization of implemented
elements attests to the possible re-utilization and the dynamic
aspect in relation to varying selected data.

For the OT-level sources, triggers were conducted in
a simulated, controlled environment. The objective is to
integrate and present information from different formats in
a single cohesive view. This approach aids in the analysis and
understanding of the suitability of our solution in the context
of data which originates from various systems, ensuring
compatibility and coherence despite the differences in their
native formats.

A key principle in the proposed design is the breaking
down of silos through the conjunction of the operational and
informational domains, as the rapid introduction of digitaliza-
tion instruments fundaments a data-driven decision-making
organizational process and intensifies the requirements for a
unified data governance.

The implementation focuses on a layered integration
paradigm utilizing an open-source middleware solution as
the leading actor for dynamic processing and transformation,
whereas the standardized data model mandates a centralized
data governance layer for virtual unification of disparate-level
data sources. Thereafter, the finalized solution presents three
decoupled layers, excluding the designated OT and IT levels:

• Processing and Integration Layer
• Virtualization Layer
• Reporting Layer

The approached model ensures a functional environment
governed centrally consolidated by a unique data repos-
itory. An additional crucial aspect is represented by the
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modularity of the overall architecture and the Node-RED
integration flows attest to evolving adaptability, especially in
fast-growing modern enterprise environments.

The business scenario was discussed in the context of
uncorrelated data from the operational and informational
areas of the organization, introducing the necessity of
inter-department collaboration. Applying the methodology
analyzed to the specific scenario, in relation to common
protocols and communication mechanisms at the IT level,
demonstrated a high integrability rate, as Node-RED was
successful in accommodating the requirements of each data
transfer method. Practically, it has the potential to reconcile
overlapping development efforts by enabling reutilization of
components in a modular manner.

Likewise, data redundancy has been reduced through the
standardization process, as newly acquired data is inserted,
whereas changed data is updated, therefore ensuring a
functional background for decreasing resource consumption
in terms of storage functionality. It is requisite to mention the
dynamic processing aspect of the integration, as all datum
is processed utilizing modular components that gradually
adapt SQL statement in a unified way, depending on the
calling process, thereby scaling the system requires minimal
development efforts and no organizational disruptions.

Equations (1) and (2) refer to calculations for the total
number of ecosystem connections in an interconnected
mesh utilizing our proposed methodology with a single-
source-of-truth (CSSOT ) and a standard rudimentary point-
to-point (CP2P) approach. Equation (1) is the sum of all
sources, targets and the proposed unification layer, whereas
Equation (2) is represented by the multiplication of sources
and targets.

CSSOT = Sources+ Targets+ UnifiedLayer . (1)

CP2P = Sources ∗ Targets. (2)

The calculus for the reduction of linear complexity
(Creduced ) is determined using equation (3), where the
number of SSOT connections (1) is subtracted from the P2P
connections (2), divided by total number of P2P connections
and multiplied by 100.

Creduced =
(CP2P − CSSOT )

CP2P
∗ 100. (3)

Furthermore, the analyzed methodology has the potential
to decrease the complexity of linear connections. In the
experimental scenario, considering the five sources and one
technical consumer of data, the proposed SSOT introduces
a small overhead, resulting in 7 total connections (1).
Excluding compatibility issues from this calculation, for a
direct point-to-point architecture, the number of connections
would cumulate to 5 (2). This number exponentially increases
with additive connections, defining an unmanageable envi-
ronment, raising complexity and decreasing transparency and
efficiency. Hence, for a large-scale environment with 100 data
producers and 100 consumers, defining a fully interoperable
setting, connections for an SSOT scenario would be 201,

TABLE 1. Equation calculus for various source and target scenarios.

while for a P2P frame it would reach 10000 links. Therefore,
in a hypothetical fully-connectedmesh, the complexity would
be reduced by 97.99% (3). Table 1 refers to hypothetical
scenarios, including the one highlighted above regarding the
97.99% reducing of complexity utilizing ourmethodology for
constructing the framework:

Suggesting quantitative assessments, an analysis was
conducted for the latency and throughput of Modbus TCP/IP
and OPC UA protocols, as these define more restrictive
real-time requirements as opposed to the IT-level integration.
It was executed in a controlled environment by running load
tests on the end-to-end flows, computing over multiple 60-
second observation windows.

The average latency across all received messages is
calculated using:

L̄ =
1
n

n∑
i=1

Li (4)

where:
• Li — latency of the ith message (in milliseconds)
• n — total number of messages received in the observa-
tion window

The variation of latency values is measured as follows:

σ =

√√√√1
n

n∑
i=1

(Li − L̄)2 (5)

where:
• σ — standard deviation of latency
• L̄ —mean latency
The 95th percentile latency represents the latency value

below which 95% of all latency samples fall:

L95 = L⌈0.95·n⌉ (6)

where:
• L95 — 95th percentile latency
• Li — latency samples sorted in ascending order
The throughput in messages per second is defined as:

Tmsg/s =
n
T

(7)

where:
• Tmsg/s — throughput in messages per second
• n— number of messages processed during the window
• T — duration of the observation window (in seconds,
here T = 60)

Table 2 confines the metrics obtained during load testing
phases.
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TABLE 2. Latency and throughput for real-time constraints.

OPC UA in a Subscription scenario exhibited superior
performance with a mean latency of 8.25 ms (σ = 1.55 ms,
L95 ≈ 11 ms at Tmsg/s = 4 msg/s), indicating minimal
delays and a low latency for most transmissions - this
supports a successful use in real-time contexts for an end-to-
end processing flow, considering the Subscribe mechanism
from OPC UA. Additionally, the implications of efficiency
are raised by the event-driven nature of this use-case, but
supporting the required typical requirements of assessing our
framework proposal in a successful manner.

OPCUA using a Read node presented intermediate results:
mean latency value was 15.2 ms, σ = 5.39 ms, L95 ≈ 21 ms,
Tmsg/s = 9.21 msg/s. The moderate performance confines
still well-tolerated values for multiple industrially-specific
activities, such as trending or condition monitor, fulfilling the
premise of integrability and data correlation.

By contrast, the Modbus simulation demonstrated greater
variability (mean 45.86 ms, σ z 7.67 ms, L95 ≈ 57 ms,
Tmsg/s = 9.18 msg/s). Given Modbus TCP/IP and the
characteristics of the load testing—where the registry was
accessed every 500 milliseconds—it suggests that queuing
saturation is a major contributor to the delay. Additionally,
the processing of each request, along with protocol overhead
and network effects, are likely significant in the analysis
of the results. Importantly, Modbus shows considerably less
capacity reserve and is therefore more prone to a superlinear
increase in latency as utilization rises.

Thereafter, considering the coveted integrability factor,
Modbus and OPC UA can be integrated successfully in
our framework, supporting latency-sensitive applications;
borderline real-time exchange for Modbus with queuing satu-
ration control can be incorporated to facilitate data exchange
for less time-constraining processes. This assessment sup-
ports the viability of adapting the more intense prerequisites
of operating industrial level with the informational level for a
single-source-of-truth utilizing our proposed approach.

Moreover, structuring information in a common format
through standardization permits inter-level correlation of
data. Therefore, the centralized virtualization actor serves as
a unified single access point for data consumption, improving
overall integrity for cross-domain reporting and introducing
a high-availability layer for data consumption.

In addition to scalability and reduced complexity, the
risk of inconsistencies increases with the number of P2P
sources. In the exposed scenario, the data maintained a
consistent structure and quality throughout the extraction,
transformation and loading (ETL) phases. The centralized
repository delivers a single touch-point for information as

for the Reporting Layer, hence diminishing access time for
cross-domain utilization in the information and operational
sectors. This resulted in a universal reporting page indifferent
of source or acquisition layer. Fig. 7 represents the reporting
page resulting from the development and research efforts. The
implications of this introduce responsiveness and efficiency
in the decision-making process and regulatory compliance via
consistent taxonomies.

Upon analyzing the obtained outcomes and their implica-
tions, the open-source Node-RED middleware constitutes a
strong integration choice for legacy systems and disparate
data sources due to its scalability, flexibility, customizability,
reusability, and complex visual programming interface.
As requirements evolve, enterprise landscapes often need
an adaptable and customizable landscape that adheres to a
business critical environment. Node-RED allows for easy
creation and modification of data flows, enabling seamless
incorporation of new data sources or adjustments to existing
workflows without extensive reconfiguration, underlining
a superior digitalization strategy, especially for OT-IT
convergence and interoperability, while maintaining a low-
cost budget.

Existing traditional architectures entail a series of dis-
proportionate disadvantages, which ultimately consist of
complexity and scalability issues, requiring a simpler model
capable of translating these intricacies into base functionali-
ties [55].

As variety grows in terms of the technology repertoire, the
high-level needed for personification ends in incompleteness
or fragmentation, which ultimately leads to the corroboration
of recurring challenges for development [56], hindering
efforts of adoption and modernization. The proposed frame-
work aligns with the baseline concepts for promoting a
unified environment that offers a common platform for
protocol translation, data acquisition and pre-processing,
additionally playing into the role of integration layer.
Moreover, the adamant requirements of interoperability,
between legacy systems, contemporary ones and specialized
industrial protocols, pose a problematic emblem in the
industrial context, limiting options for successful inter-
level communication [57]; therefore, the selection of a
low-code middleware confines a favorable medium for rapid
deployments [58].

As incremental additions can be made depending on
growing needs of business without disrupting the ongoing
process flows, it aligns with practical migration gaps
identified by pertinent literature. Although standardization
becomes a desired state concerning breaking down silos and
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FIGURE 7. Resulting Reporting Page.

correlating inter-level information [59], attributing value and
context to it, an agile concept remains adamant for catering
to individual needs identified in companies [60].
In addition, as industries move forward, costs define

a priority concern in the adoption tentative, paving the
way toward a successful implementation; therefore, it is
supporting an ideologywhere, although sectorsmove forward
in a technology-driven way, it should maintain a beneficial
aspect for the cost-effectiveness [61].
Real-life commercial solutions associated with Industry

4.0 are systematically transforming traditional capital expen-
ditures into ongoing subscription-based service frameworks.
Therefore, the financial responsibility is shifted from isolated
acquisitions to enduring operational commitments, which
escalates long-term cost structures, constrains budgetary
flexibility, and necessitates more rigorous lifecycle and
vendor-risk management from enterprises. Adoption of
open-source frameworks can lead to potential benefits related
to cost-savings, as the licensing fees are excluded from
calculations, whereas operational and maintenance costs
depend on the internal or cloud infrastructure selected and
can be scaled depending on needs without overhead fees for
usage.

As debated in this manuscript, one of the prevalent
cases remarked is integrability of legacy systems: focus on
solutions that have an accessible interface is recommended
as legacy systems sometimes require greater degrees of
freedom and the ability to generate their own interoperability

solutions. In certain situations, the existing frameworks,
do not cover the general needs in terms of specificity for
majority of use cases that a company might require. It leads
toward a sustainable result, as the same framework can
be utilized in spite of the integration scenario, allowing
integrability, interoperability and processing, in a single unit,
independent of the sources and targets, without additional
costs or introduction of complementary systems to fulfill
requirements.

When it comes to shifting the paradigm from the
I4.0 automation needs to the pillars of I5.0, the need to orient
solutions towards resilience, especially in critical infrastruc-
tures (i.e. solutions that are fully available, with the in-house
possibility of rapid remediation and modification) becomes
adamant to ensure a drastic benefit for companies that
seek the adoption of Industry 5.0. Therefore, these changes
bring financial benefits through sustainability and resilience,
alongside low investment fees. The technology proposed
in the solution enables SSOT, decoupled entities, informed
system operation, easy and complete implementation of an
efficient solution, pointing toward financial benefits on the
long term.

To conclude the Discussions section with, this kind of
proven adaptability refines integration by mediating data
processing and enhancing data quality through cleaning
and transforming raw output from sources before they
reach modern applications, thereby ensuring that only
relevant and accurate information is analyzed. Overall,
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Node-RED empowers organizations to effectively bridge
the gap between informational and operational domains,
facilitating a smoother transition into a data-driven future.

A. LIMITATIONS AND ASSUMPTIONS
Considering the conceptual and experimental state of this
project, it is necessary to discuss relevant potential implica-
tions and assumptions regarding practical usability.

Among the primary concerns is the feasibility of ingestion
of real-time data in the context of a centralized virtualization
layer for the operational sector utilizing real-life data from
regionally distributed industrial protocols and solution over
a prolonged period of time. Although the prototype has
proven successful in integrating disparate data acquisition
methodologies and promoting a unified visualization on
standardized data, the computational demands have to be
tested in a demanding environment for the OT layer,
particularly focusing on performance metrics for real-time
processing.

Furthermore, in spite of the promising integration of an
IT-Level legacy system, alongside the extended compatibility
of OT-level protocols, the solution should be assessed in a
tangible manner, defining key constraints and opportunities
correlated to the defined prototype context. Likewise, the
proposal must be field-validated for data format structuring
and standardization.

Moreover, the experimental status of our methodology
involves theoretical calculus and simulated data for a
large-scale interoperable medium, which needs to be thor-
oughly assessed in future research direction to confirm the
full potential of complexity reduction and inter-level data
integrity.

The general consensus of the organization across the
business and operational domains confines an additional
aspect regarding the standardization and unification and
requires specialized interpretations.

B. FUTURE DIRECTIONS
Considering the convergence aspect, future directions include
introduction of a GIS system for data acquisition, data
which can be utilized in the same context as the proposed
solution. This integration would represent a state-of-the-art
approach for OT-IT convergence and correlation considering
data standardization and interoperability, especially taking
into consideration digitalization efforts and introduction of
IIoT for real-time data acquisition. This would introduce the
necessity of assessing the compatibility of the for real-time
data processing in a live deployment medium.

As development directions navigate towards Publish-
Subscribe messaging, analyzing the proposed data standard-
ization structure presents a significant potential in adaptive
transfer of information, harmonizing structures. This sets
the foundations for an Event-Driven Architecture (EDA)
exploration for large-scale real-time environments.

Additionally, exploration of AImodels could bear potential
benefits in the area of extensive metadata management,

predictive maintenance and anomaly detection for converged
OT-IT infrastructures.

The conduct of an organizational case study based on
resistance to change determined by the organizational level
dependent on governance difficulties and cultural influence
factors presents a compelling investigation on data standard-
ization and unification initiatives.

Additionally, while it may not alignwith the theoretical and
experimental boundaries of this particular paper, a full imple-
mentation and integration of our proposal in a practical setting
within a company is anticipated for future investigation into
the benefits realized by the completed solution, which will
primarily concentrate on the Return on Investment (ROI) for
the quantitative metrics of the results.

V. CONCLUSION
Industry 5.0 promotes a compelling mentality inclined to
a human-centric, sustainable and resilient organizational
strategy. As it is in its incipient phases, the spectrum
of possibilities in terms of successful implementation for
digital transformation is broad and extensive. Albeit the
numerous digitalization instruments, their utilization for the
scopes of I5.0 depends majorly on academic partnerships
and thorough investigations for promoting an innovative and
flexible landscape.

The case study proposes a compelling solution predicated
on leveraging data standardization and a middleware solution
to construct a viable architectural design, capable of adapting
with growing business requirements. The OT-IT convergence
aspect is carefully tackled under the umbrella of interop-
erability by utilizing integration patterns in accordance to
current IT-Level mechanisms and OT-level simulated data
producers through consecratedModbus TCP/IP and OPCUA
protocols.

A powerful middleware tool which can represent the
Processing and Integration Layer is essential to confine
an interoperable medium for ease of extensibility and
adaptability in terms of source-target communication in a
consistent tone. This becomes a requisite in an interconnected
ecosystem because of differences in protocols and technology
stacks that demand more development efforts when utilizing
older integration methods, supporting compatibility. The
proposal consisted of the open-source software Node-RED.

A virtual unified data namespace is recommended to
introduce a layer of coherence, represented by the Virtu-
alization Layer, which points toward a more consolidated
decision-making process and breaks down silos for functional
departments, while ensuring a single-source-of-truth for all
company data. The structure selected for the dynamic data
transformation translates to MQTT or AMQP messaging
protocols, extending the theoretical functionality to asyn-
chronous messaging for future implementations, highlighting
the interest for an event-driven approach.

The experimental prototype implied successful compo-
sition of a highly available enterprise infrastructure, intro-
ducing a modular development environment for Node-RED
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flows, increasing compatibility between systems, transfer
mechanisms and protocols, including a fully dynamic data
acquisition and standardization phase. Scaling is decoupled
and ensures that there are no organizational disruptions,
while reducing the complexity of linear connections for P2P
relations in a hypothetical large-scale context.

The data unification presented a series of benefits, such
as reduction of redundancy, increased transparency, acces-
sibility and consistency, as well as inter-level correlation.
A crucial advantage of the single-source-of-truth is the
high-availability for data consumption and the integral
cross-domain reporting.

Although the study has proven to be an opportunity for
development in the context of Industry 5.0, especially when
analyzing pertinent contemporary literature, limitations are
discussed to introduce new opportunities in this field of
research.

As a result, related inquiries in this context include
uncovering the benefits of architectural convergence related
to addition of hardware and software technologies, alongwith
assessing the practicality of this method in highly-demanding
real-time mediums. Moreover, the extensibility towards an
asynchronous event-driven architecture and adoption of
modern protocols (MQTT, AMQP) bear potential benefits for
the industrial sector. The introduction of AI-driven insights
represents another key point in the direction of innovation.

In addition, the significant impact of general consensus
and collaboration between business and operational functions
related to standardization and unification can be discussed as
a future outcome of this research.

To conclude with, the conducted research proposes an
experimental approach, with real-life use cases, in the
direction of I5.0, utilizing middleware technology and
virtualization techniques for data uniformization from diverse
designated IT-Level integration methodologies and simu-
lative OT-level sources, pertaining to different levels of
contemporary practices. Hence, the infrastructure framework
utilizes a three dimensional solution introducing a Processing
and Integration Layer, a Virtualization Layer and a Reporting
Layer for leveraging data quality, accuracy, accessibility
and transparency. The finalized solution supports informed
decision-making processes for involved personnel, while
converging the OT-IT domains in an open-source scalable,
modular, dynamic, highly-customizable and flexible frame-
work, with a low implementation and operational cost.
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