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Tehnici de securizare a datelor si programelor — figuri si tabele
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Substitutie reversibila Substitutie ireversibila Mesaj original (2w biti)
Original Criptat Original Criptat I I

00 11 00 11 i Lo piti ¥ whiti_ RO

01 10 01 10 Tura K

10 00 10 01 :

11 01 11 01

Tabelul 3.1.
Original Criptat

Decimal Binar Decimal Binar
0 0000 14 1110
1 0001 4 0100
2 0010 13 1101 Turai
3 0011 1 0001 Ki
4 0100 2 0010
5 0101 15 1111
6 0110 11 1011
7 0111 8 1000
8 1000 3 0011
9 1001 11 1010
10 1010 6 0110
11 1011 12 1100
12 1100 5 0101 Tura n
13 1101 9 1001 Kn
14 1110 0 0000
15 1111 7 0111

Tabelul 3.2.
Ra
Ra+1
I |
Mesaj criptat (2n biti)
Figura 3.1. Reteaua clasica Feistel
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Intrare (bloc de 64 biti)

lesirea (necriptat)

I 3 I - * "
Intrarea (necriptat) Ptﬂﬂlltﬂrt illiﬁﬂlﬁ
I I RD16é = LE) LDi6 = REd L B )
Y
: > -
LE K RED I_ R
1 LD1s = RE(} RD16 = LEd n ﬂ

RE1 K2 LE1 RDis=LEi | LDis=REi

K1
s r
LE2 RE2 LDi4=RE2 | RD14=LE2

K2

4 Ky
H—0

e

! ! : : Ly= Ry Ry=LoP1I(Rg,Ky)
A + K>
LD:=RE#4  RD2=LEw {’*‘\1 [ )
RD1-LE:|? LD = RE15
K15
- REis - L=R =
LDi = REi Klﬁ|a|:u LE14 2 1 RZ Ll$f(R1,K2\l
. L =
| | ¥ ¥
Intrare (criptat) = —
Tesirea (criptat) :>_<I
Figura 3.2. Criptarea si decriptarea Feistel 3
58 50 42 34 26 18 10 2 60 52 44 36 28 20 12 4 Permutarea finala
62 54 46 38 30 22 14 6 64 56 48 40 32 24 16 8 - ¥ o
57 49 41 33 25 17 9 1 59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5 63 55 47 39 31 23 15 7 Iesire (bloc de 64 biti)
Tabelul 3.3. Permutarea initiala - -

Figura 3.3. Codificarea DES
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. R. 14 17 11 24 1 5 3 28 15 6 21 10
! ! 23 19 12 4 26 8 16 7 27 20 13 2
A 41 52 31 37 47 55 30 40 51 45 33 48
K.| & 44 49 39 56 34 53 46 42 50 36 29 32
®71 3 Tabelul 3.4. Permutare & Compresie
g
w E
><:9 E' _R (32 bits)
g
[ : ®
Li+1 Ri+1 48 bits e K (44; bits)
Figura 3.4. O singurd runda din algoritmul DES T
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0 deplasare 0 deplasare

Figura 3.6. Calculul functiei f(R,K)

0

L
iU

o deplasare 0 deplasare 32 1 2 3 4 5 4 5 6 7 8 9
1 I 8 9 10 11 12 13 12 13 14 15 16 17
2 2
::l |::| 16 17 18 19 20 21 20 21 22 23 24 25
- - 24 25 26 27 28 29 28 29 30 31 32 1
| ] | y- I* Tabelul 3.5. Permutare & Extindere (E)
doui deplasari dous deplasiiri
l" r" Sl
[ ] [ 1] W3 BT 2 5 1§ 3 106 15 9 0 7
E . 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
i l 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
“ 15 12 8 2 4 9 7 5 11 3 14 10 O 6 13
S2
15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
| 116 | 1'16 Klﬁ 3 13 4 7 15 2 14 12 0 10 9 11 5
14 7 11 10 4 13 1 5 8 12 6 3 2 15
Figura 3.5. Generatorul de subchei 13 ] 10 1 3 15 4 2 11 6 7 12 0 5 14 9
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S3 Intrare: o *
10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8 Eerrgut;are: ...... * ................................ K et
L 1 510 =
A O S L S T S S S Runda 2: *.%. % s
13 6 4 9 8 15 3 O 11 12 5 10 14 7 Runda 3 * **** **** “.** ----- *% *“*“.* ..... X
1 10 13 O 6 9 8 7 4 15 14 3 11 5 2 12 Runda 4 .***‘k"k*********“. *“.* **** ****."** ..... *%
Runda 5 * ) ** * * . * * * * ) * *** * * ***** * ***** * * *
S4 Runda 6 “.*“** . ** *****".*”** . ** ** . **** ) **** *
7o 06 91 b2 s s 2 S RUNGa 7; %msbx, ks | ox & 5k x|k ke ke %k
13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9 Runda 8 *-*-*.*.**.“"*.'k.'k“.** * ) ******* i **'k .“**“.*“*.*”*“.
10 6 9 O 12 11 7 13 15 1 3 14 5 2 8 4 Runda 9 ***.*.***“.**.*.**** ..... **.*”*.*-*-*-** “”*.*.*“.**.*-“**
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14 Runda 10 *.*..*.*.** * * ** *k*k **.*...****.*.***...**.*.**** lllll **-*“
Runda 1 1 ”****** ...... *“****** . * . * *..*.*.**.*..*.**.***.**.*...*
SS Runda 12 *“*** . * . * * * *** . **** . ****** ...... *“******“”*-“.
2 12 4 1 7 10 11 6 5 3 15 13 0 14 9 Runda 13 **”* . * ‘k****‘k"'* ........ *'*"*‘k* . * . * * * *** . ‘k***"
4 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6 RUNGA 14: *%% %, %% %k % % ok dookk & % dokwtk % %
4 2 1 11 10 13 7 8 15 9 12 5 3 14 Runda 15: **.*....*.*.*...*.**.*..*.*.**.**.**.*....*.* LRR R R KR R
Runda 16 * * * * * %% *%k * Kk kkkk % * % % * kk * * k% k% %
11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3 . . T L ) e e s oaw * sass a2 oa wwaow T .
legire: Bk xR k| KKK kk kk kK KK K K R KK K K R
S6 Figura 3.7.
2 1 10 15 8 2 6 8 0 13 3 4 14 7 5 11
10 15 4 12 1 13 14 11 — — -
90 1451 s ; N ?2 z 3 0 43 10 (1) 3 ?1 8 Schimbari in text Schimbari in cheie
4 3 ) n 9 s 510 11 14 1 ; 6 0 N 3 Tura | Numarul de biti | Tura Numairul de Dbiti
57 schimbati schimbati
4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1 (1) é (1) (2)
3 0 11 7 4 9 10 14 3 5 12 2 15 8 6
4 11 13 12 3 7 14 10 15 6 8 0 5 9 2 2 21 2 14
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12 3 35 3 28
S8 4 29 4 32
3 2 8 4 6 15 11 1 10 3 14 5 0 12 7 S 34 5 30
5 13 8 10 3 7 4 125 6 11 0 14 6 32 6 32
7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8 7 31 7 25
2 1 14 7 0 8 13 15 12 9 0 3 5 6 11 8 29 8 24
Tabelul 3.6. cutiile S 9 42 9 40
10 44 10 38
16 7 20 21 29 12 28 17 1 15 23 26 5 18 31 10 11 32 11 31
2 8 24 14 32 27 3 9 19 13 30 6 22 11 4 25 12 |30 12 33
Tabelul 3.7. Permutare (P) 13 30 13 28
14 26 14 26
40 8 48 16 56 24 64 32 39 7 47 15 55 23 63 31 15 29 15 34
38 6 46 14 54 22 62 30 37 5 45 13 53 21 61 29 16 34 16 35
36 4 44 12 52 20 60 28 35 3 43 11 51 19 59 27 Tabelul 3.9.
34 2 42 10 50 18 58 26 33 1 41 9 49 17 57 25
Tabelul 3.8. Permutarea finala
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Viteza procesorului Numairul de procesoare necesare spargerii
Chei testate / sec. DES-ului prin ciutare exhaustiva K1 Ky
An Luna Saptamana Zi <
P C
1.000.000 2.300 27.400 119.200 834.000 )
2.000.000 1.150 13.700 59.600 417.000 cripere
4.000.000 (1990) 600 6.850 29.800 208.500 Kz Kq
32.000.000 (1995) 75 850 3.700 26.100
256.000.000 (2000) 9 107 : 500 3.399 : c o X B p
Tabelul 3.10. Numarul de procesoare de viteza datd, necesare spargerii DES-ului, Desriptare
prin cdutare exhaustivd, Intr-o perioada precizata. (&) Criptare dubla

CIP 1 Mhz 2 Mhz 4 Mhz 32 Mhz | 256 Mhz | Total K, K, Ky
1 Pret/buc. 25 250 E/S N N N
9 An 2300 [ L1150 [N N N 128.574 P E )2 D ) BaE c
9 Luna 27400 | 13700 [N N N 1.531.706 —
0 Saptamana 119.200 | 59.600 N N N 6.663.482 K K K
Zi 834.000 | 417.000 | N N N 46.622.017 ! 2 !
1 Pret/buc. E/D 25 250 E/S N N c B A b
9 [An N 1.150 | 600 N N 65.670 D E D
9 Luna N 13.700 6.850 N N 765.853 ®) Cr'f":;f:;fl a
5 [ Saptamana | N 59.600 | 29.800 | N N 3.331.741 ) pree o
Zi N 417.000 | 208.500 | N N 23.311.009 Figura 3.8. Criptare multipla
2 Pret/buc. E/D E/D 25 250 E/S N
0 An N N 600 75 N 16.771
0 Luni N N 6.850 850 N 190.763 X Y X®Y X @ Y X Y .
0 Saptimand | N N 29.800 | 3.700 N 830.136 adunarea multiplicarea | sau-exclusiv
Zi N N 208.500 | 26.100 | N 5.831.943 o 00 lo o0 |o 00 |1 01 0 00
Legenda: E = exista, D = depasit, S = prea scump, N = nu e cazul; 0 00 1 01 1 01 0 00 1 01
Tabelul 3.11. Costuri investitional-structurale 0 00 5 10 ) 10 3 11 5 10
Anul An Luni Saptimana Zi 0 00 3 11 |3 11 2 10 3 11
1990 129.000 1.532.000 6.664.000 46.622.000 1 01 0 00 |1 01 0 00 1 01
1995 52.000 600.000 2.611.000 18.265.000 1 01 1 01 |2 10 1 01 0 00
2000 10300 117.000 510.000 3.580.000 1 01 2 10 |3 11 2 10 3 11
Tabelul 3.12. Investitii necesare spargerii DES-ului prin cautare exhaustiva 1 01 3 11 0 00 3 11 2 10
2 10 0 00 |2 10 3 11 2 10
Procesor Viteza/nr.biti Criptiri DES/secundi 2 10 1 01 |3 11 2 10 3 11
8088 4.7 Mhz/8 biti 370 2 10 2 10 |0 00 0 00 0 00
68000 7.6 Mhz/16 biti 900 2 10 3 11 11 01 1 01 1 01
80286 6.0 Mhz/16 biti 1.100
68020 16 Mhz/32 biti 3.500 3 11 0 00 3 11 2 10 3 11
63030 16 Mhz/32 biti 3.900 3 11 1 01 |0 00 |3 11 2 10
68030 50 Mhz/32 biti 9.600 3 11 2 10 |1 01 1 01 1 01
1BM 3033 Mainframe 15.900 3 11 3 11 2 10 0 00 0 00
68040 25 Mhz/32 biti 16.000
68040 40 Mhz/32 biti 23.200 Tabelul 3.14.
IBM 3090 Mainframe 32.000
Tabelul 3.13. Performante software in spargerea DES-ului
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Figura 3.9. Structura Multiplicativ/Aditiva (MA)
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Figura 3.10. Schema bloc a algoritmului IDEA
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Figura 3.11. Detaliile unei singure ture (tura 1)
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Figura 3.12. Transformarea finala
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“ (128bit3 > X1 Xz X3 Xgq X1 Xz X3 X4
<+ >4l Pl Pl Pt lsPetlc—Ptlr—Petls—> Transformare 2124 Transformarefinala |<_9"’U52
—
Zi5—petZli-PetlyPetlicPetli—PetlpPetlizPetliy—rels © | A
2 11 y'i2 yhiz y'14 Va1 [Ve2 |Ve3 |Ves
< > UgzU
L Lz relis el el — Sub-criptare |<—25,Ze Sub-criptare T8
Zyg—p-a4—Lg>4L3—>el3—>etlp—>etly—>elpy—>ealy—raly W W ﬁ 7 § A
1nyV2yVisg 14 5 Jg1 |ig2 |83 |Jes
>4t L5—petls—Ppetils—PetlyyPetlz—PtelyPtelz—Pely— Uys,.U
% s 8 8 s 8 3 | Transformare I<—Z7,..,Zlo Transformare A
—Zy—p4LZpy P4l Pt ly—Petlsrealyrelyrelgre E | | | |
<+Zi>aZlsy—>eaZls—>alsr—> = i A A A Vi V72 |V73 |V7a
Sub-criptare 211,212
Figura 3.13. Generarea subcheilor in algoritmul IDEA lWZl lezlwza lW24
babis b
Criptare Decriptare 21 22‘ 23 | V24 UUss
T Sirul subcheilor Mod de obtinere a | Sirul subcheilor Mod de obtinere a | Sub-criptare |‘
u sirului subcheilor sirului subcheilor % A
r pentru criptare  din pentru decriptare din W71 W72 {W73 W74 5 Jo1 |92 903 |24
a cheia Z subcheile Z; = U7, Usg
V| 212,252,757 Z[1..96] U,U,UsU,UsUs Zyy ' ZsoZs1Zsy ' ZinZas Transformare ZazZ46 Transformare
2 Z7ZSZ9ZIOZIIZ]2 Z[97128=2689] U7U8U9U10U11U12 Z43-1'Z45'Z44Z46-]Z4]Z42 ﬁ
31 ZisZwwZisZieZiiZis | Z[90..128;1..25;51..82] UsUUisUieU1iUss | Zsr"'-Zso-ZssZa0 ' Z35Zs6 E 8l 582 ¢ 8 ' Vir Vi |Vi3 | Vs
4 1 2107220721220 72374 Z[83..128;1..50] Ui9U30Uz1U2Un3Upy 23171-233-232Z347]Z29230 Us,Ug
5 | 25570201705759750 | 2[76..128;1..43] UsUsUxiUsUsoUso | Zos'-Zor-ZoZog 203704 Sub-criptare Zartas Sub-criptare
6 | Z31730733734735736 Z[44..75;101..128;1..36] U31U3,U33U34Us5Use Z]9-1‘ZZI‘ZZUZZZ-]ZI7Z]8 W w W :
T\ Z37Z38239740711 2 Z[37..100;126..128;1..29] | Us7U3sU30UsoUsiUs 215" -Zy5-Z1uZns ' 211 Z1s 81 82 8 8 5 Jip P12 Jiz | J14
8 | Z43Z442457467. 47748 Z[30..125] Uy3UgUy5UseUq7Usg Zy'l—Zg—Zme'IZSZ(, E— final 7 7 = T - Uq,.,Uyg
9 | ZaZsoZs1Zs) Z[23..86] Ui9UsoUs 1 Usz 2,2y 7:75" ransiormaretinaia 4952 ransiormare
Tabelul 3.15.
Y1 Y2 '3 ¢4 vi |vo Y3 | Ya
Figura 3.14. Procesul de criptare si decriptare IDEA
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Mesaj original (64 biti) Mesaj eriptat (64 biri)

Turay L 32bis l 32bits RE0 Algoritmul | Ciclii magind | Numarul rundelor Numérul ciclurilor Qe
P + pe o runda masind pe un byte codificat
—Le] F Blowfish 9 16 18
RC5 12 16 23
LE:| IRE1 DES 18 16 45
IDEA 50 8 50
Tabelul 3.16. Comparatii de viteza pe un Pentium

Parametru | Definitie Valori admise
w Dimensiunea cuvantului. RC5 | 16, 32, 64
cripteaza blocuri de 2 cuvinte
r Numarul de ture (runde) 0,1,...,255
b Numarul de octeti din cheia secreta K | 0,1, ..., 255
Tabelul 3.17.
Mesaj criptat (64 biti) Miesaj original (64 biti)
(a) Criptare (b) Decriptare - [ K | KM | KR) KB - - - [KD-1) | bytes

Figura 3.15. Criptarea si decriptarea Blowfish

Li-1 Ri-1 Initializare Cunvérsie

iz i1 M
Pi @
1 [sm[sny]- - - [Sk-1 | (Lo [LO]]- - - [Lie-1 | words
(] s is s
X o X o X o X -
|&Im l| |‘i-lm 2| |‘i-lm 3 |‘§-Im 4| J—Mlx:l
1
F @j [sm[sm|--- [Sk1] | words
Figura 3.17. Generarea cheii RC5

Li Ri
Figura 3.16. Detaliile unei singure ture a algoritmului Blowfish
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Textul original (2w de hiti) Textul original (2w de hiti)
A | B A 4 B
S[0]» + + (+S[1] S[0]-» — —  =S[1]
Rundal LF REg Runda 1
& ™ D
<< |
Jv ¢ S[2]-» 53]
SR~ + + =-5[3]
E .y ;
. - D RD,
. * Rundar TL r-1 .
Rundar ¢ 6_) e 6_)
o1 ple T T
¢ ¢ e o ™
<< << i i
J, i, S]] — ; S0
Spr]-» + -||— *S[201] LDy | RD;
LEy REy Textul codificat (2w de hiti)
Figura 3.19. Decriptarea cu algoritmul RC5
Textul codificat (2w de hiti)
Figura 3.18. Criptarea cu algoritmul RC5
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Invs0 | 13 |3 THIE 10 |6 |5 12 |1 14 [4 |7 15 ]9 [8 |2
InvS1 [ 5 8 2 14 15 6 12 3 11 4 7 9 1 13 10 0
mvs2 [ 12 |9 15 [ 4 1 {14 |1 2 (o |3 6 13 |5 |8 10 |7
InvS3 [ 0 9 10 7 11 14 6 13 3 5 12 2 4 8 15 1
InvS4 | 5 0 8 3 10 9 7 14 2 12 11 6 4 15 13 1
InvS5 | 8 15 [2 |9 [4 1 13 [14 [ [6 |5 [3 |7 12 10 |0
InvS6 [ 15 10 1 13 5 3 6 0 4 9 14 7 2 12 8 1
mmvS7 |3 |0 [6 13 |9 14 |15 |8 |5 2 [11 |7 10 [1 4 [2

Tabelul 3.20. Cutiile S inverse folosite pentru decodificare (de la InvS0 la InvS7)

Tehnici de securizare a datelor si programelor — figuri si tabele 21
B C D
__|<73[0] E« S[1]
Ld
~ED e
| |
lgw lgw
k4
Mo
— S[2i] _ S[2i+1]
‘ repetat
penirn r
runde
| | | |
I I i I
| | |
— S[2r+2] l —S[2r+3]
A B C D
Figura 3.20. Criptarea RC6
32 |64 | 96 1 33 165 |97 2 34 | 66 | 98 3 35 167 |99
4 36 | 68 | 100 | 5 37 169 | 101 | 6 38 |70 | 102 | 7 39 | 71 | 103
40 (72 | 104 |9 41 (73 [ 105 [ 10 [42 | 74 | 106 | 11 | 43 [ 75 | 107
12 (44 |76 | 108 |13 |45 |77 [ 109 | 14 (46 |78 | 110 |15 |47 | 79 | 111
16 |48 (80 | 112 | 17 | 49 | 81 113 | 18 | 50 | 82 [ 114 [ 19 | 51 [ 83 | 115
20 |52 |84 | 116 |21 (53 |8 [ 117 |22 |54 |8 | 118 [23 |55 (87 | 119
24 | 56 |88 | 120 |25 (57 |89 [ 121 |26 |58 |90 [ 122 [27 |59 |91 123
28 |60 [92 [ 124 [29 |61 |93 | 125 |30 |62 [94 [ 126 |31 |63 |95 | 127
Tabelul 3.18. Permutarea initiala
S0 3 8 15 1 10 6 5 11 14 13 4 2 7 0 9 12
st [15 J12 [2 [7 |9 [o |5 10 |1 11 [14 |38 6 13 [3 |4
S2 8 6 7 9 3 12 10 15 13 1 14 4 0 11 5 2
S3 0 15 11 8 12 9 6 3 13 1 2 4 10 7 5 14
s4 |1 15 |8 3 12 Jo 11 [6 |2 5 |4 10 [9 14 |7 13
S5 15 5 2 11 4 10 9 12 0 3 14 8 13 6 7 1
s6 |7 |2 2 [5 8 |4 |6 1 {14 |9 1 15 [13 |3 1 0
S7 1 13 15 0 14 8 2 11 7 4 12 10 9 3 5 6

Tabelul 3.19. Cutiile S (de la Sy la S;)

0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60
64 | 68 72 76 80 84 88 92 96 100 104 108 112 116 120 124
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61
65 | 69 73 77 81 85 89 93 97 101 105 109 113 117 121 125
2 6 10 14 18 22 26 30 34 38 42 46 50 54 58 62
66 | 70 74 78 82 86 90 94 98 102 106 110 114 118 122 126
3 7 11 15 19 23 27 31 35 39 43 47 51 55 59 63
67 | 71 75 79 83 87 91 95 99 103 107 111 115 119 123 127
Tabelul 3.21. Permutarea finala
Variantd AES Nk Nb numar de runde
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14
Tabelul 3.22. Variante de implementare AES
octetii intrarii octetii starii octetii iegirii
ino in4 il’lg in 12 50,0 | So,1 | So0.2 | So;3 outy | outy | outg |out;,
in1 il’l5 il’lg in13 S10 | S1,1 | S12 | S13 out, | outs | outy |out;s
> >
inz in6 ii’llo in14 8§20 | S2,1 | S22 | 8523 out, | outg |outg|out,
ii’l3 il’l7 il’lll in15 8§30 | S3,1 | S32 | §33 outs; | outy |outy|outis

Figura 3.21. Tablourile intrarii, starii si iesirii

Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])

begin

byte state[4,Nb]

state = in
AddRoundKey(state,w)
for round = 1 step 1 to Nr-1

Il vezi 3.12.1.2.4
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ShiftRows ()
/ “ay,

Sio | S | si2 | 515 @ Sip | e | s | s
Sap0 [ S21 | S22 [S23 @ S22 | S25 | S20 | S22
S30| S0 [ S32] 533 @] S33 | 830 S3a | 532
Figura 3.25. Transformarea ShiftRows( )

MixColumns ()

Soc 1. ) S E
S0.0 0.2 | o3 So.0 0.2 | Yo
s 516 S, |8 s S s, | s
1.0 S1.2 | 513 S0 12 | i
830 $2, S35 | 824 Sa0 82 5,5 | 925
S30 ¢ P32 | %33 Sy | S3c s | 85s

Figura 3.26. MixColumns( ) opereaza pe coloane

| = round * Nb

v

' SO’C !
P R S0,0 .S“ b2 | So.3
@ ] . Le E
W N L I B H
53,0 520 b2 | 52,3

]

SubBytes(state) /vezi 3.12.1.2.1
ShiftRows(state) /I vezi 3.12.1.2.2
MixColumns(state) /l vezi 3.12.1.2.3
AddRoundKey(state,w+round*Nb)
end for
SubBytes(state)
ShiftRows(state)
AddRoundKey(state,w+Nr*Nb)
out = state
end
Figura 3.22. Pseudocodul criptarii AES
Sy ol ot |S0s ]S S-Box soo | Soy | S0, | S,
R 0,1 0.2 /0,3.--—"' — 0.0 o, 0.2 ) el
‘,‘ '
Sioll o 2% S1.0 1.2 3
‘Sr,c e
S0l 520|522 523 San | a1 | San | 525
SEN IRERH RET N R S0 | Y30 | S52 | S3a
Figura 3.23. Maparea realizatd de SubBytes( )
v
0 1 2 3 4 5 6 7 8 9 a b [+ d e £
0] 63| 7c| 77| 7b| £2 | 6b | 6E | ¢5 ]| 30| 01| 67| 2b | fe | 47 | ab | 76
llca| 82| c9| 7d| fa | 59 | 47 | f0 | ad | d4 | a2 | af | 9c | a4 | 72 | 0
2| b7 | £4| 93| 26| 36 | 3f | £7 | cc | 34| a5 | 5| £1 | 71| 48| 31| 15
3] 04| 7| 23| 3| 18| 56 05| 9a| 07| 12| 80| e2 | eb | 27 | B2 | 75
41 09| 83| 2c| la| 1b| 6e | 5a| a0 | 52| 3b | d6 | b3 | 29 | e3 | 2£ | 34
5] 53|dl] 00) ed| 20| fc [ k1| 5b | 6a| cb | be | 39| 4a | 4c | 58| cf
6| d0| ef | aa | £b | 43 | 4d | 33 | 85| 45| £9 | 02| 7£ | 50| 3c | 9£ | a8
7| 51| a3 | 40| BE| 92| 5d | 38| £5 | be | b6 | da | 21| 10| ££ | £3 | d2
* 8l ed| Oc| 13| ec| 5E| 57| 44| 17| c4 | a7 | 7e| 3d| 64 | 54| 19| 73
9] 60| 81| 4f| de| 22| 2a | 90| 88| 46 | ee | B | 14| de | 5e | Ob | db
aleO| 32| 3a| O0a| 49| 06| 24| Be| c2| d3 | ac| 62| 91| 95| e4 | 79
bl e7| c8| 37| 6d| 8d| d5 | 4de| a9 | 6c | 56 | £4 | ea | 65| 7a | aes | 08
clba| 78| 25| 2| lc| a6 | b4 | c6 | e8| dd| 74| 1f| 4b | bd | 8b | 8a
dl 70 de | bs 66 | 48 03 fo ODe | 61 35 57 | b9 86 | ¢l | 14 | 9e
e| el | £8 98 | 11| 69| d5§ Be| 94| 9b | le | 87 | e9 | ce | 55| 28 | df
fl] 8¢c| al| 89| OAd| bEf| eb | 42| 68| 41| 85| 24| 0f | O | 534 | bb | 16
Figura 3.24. Descrierea substitutiei octetului xy (in hexazecimal) utilizand
cutia S

S30 (| S3.c pa |53

*

Figura 3.27. Transformarea AddRoundKey()
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KeyExpansion(byte key[4 * Nk], word w[Nb * (Nr + 1)], Nk)
begin
i=0
while (i < Nk)
wli] = word[key[4*i],key[4*i+1],key[4*i+2], key[4*i+3]]
i=i+1
end while
i = Nk
while (i < Nb * (Nr + 1))
word temp = w[i - 1]
if (i mod Nk = 0)

temp = SubWord(RotWord(temp)) xor Rcon[i / Nk]
else if (Nk = 8 and i mod Nk = 4)
temp = SubWord(temp)
end if
wl[i] = w][i - Nk] xor temp
i=i+1
end while
end

Figura 3.28. Pseudocodul pentru generarea subcheilor

InvCipher(byte in[4 * Nb], byte out[4 * Nb], word w[Nb * (Nr + 1)])

begin
byte state[4,Nb]
state = in

AddRoundKey(state, w + Nr * Nb)

for round = Nr - 1 step-1to 1
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, w + round * Nb)
InvMixColumns(state)

end for

InvShiftRows(state)

InvSubBytes(state)

AddRoundKey(state, w)

out = state

end

/I vezi 3.12.1.2.4

/I vezi 3.12.
/l vezi 3.12.

I

1.41
1.4.2

/lvezi 3.12.1.4.3

Figura 3.29. Pseudocodul decriptarii AES
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InvShiftRows ()
Sr,() Sr,l Sr,2 Sr,3 Sr,(] Sr,] Sr 2 Sr,3
S 5
So.o | Soa | S0.2 | S0.3 Soo | Soa | S0z | S0
Sl,fl Sl 1 Sl,’ s| @ Sl‘l Sl,ﬂ Sl,l Sl,l
Spo | 820 (S22 |Ses | PR | S22 | $23 [ S20 | %2
Sao | 830|952 [ 533 @] S31 | Sz | 833 | a0
Figura 3.30. Transformarea InvShiftRows( )
i . . S-Box ; ' E .
So.0 | S [ S0z '5);.-—- ] o0 | Sou [ So2 | Soa
‘, .
S0 2| i 81,0 bz | Sis
?r,c SJ‘,c
S0 520 [ S22 ] S22 Soo | Yon [ S22 | V23
Sao | S50 | F32 | Sas S0 | Sa1 [ S32 | S
Figura 3.31. Maparea realizatd de InvSubBytes( )
Y
0] 1] 2]23] 2]5]6 ] 78] 9]za|blcl|dl]el]t
0[52 | 05 [6a| d5 | 30 | 36 | a5 | 38 | bf | 40 | a3 | 9e | 81 | £3 | 47 | £b
1[7c [e3 [39 | 82 [9b | 2 | ££ | 87 | 34 | 8e | 43 | 44 | c4 | de | e9 | cb
2| 524 [7b | 924 | 32 | a6 |c2 | 23 | 3d |ee | 4c | 95 | 0b | 42 | fa | c3 | 4e
3/ 08 [ 2e [al | 66 | 28 [d9 | 24 | b2 | 76 | 5b | a2 | 49 | 64 | 8b | 41 | 25
4| 72 | £8 | £6 | 64 | 86 | 68 | 98 | 16 | d2 | a4 | 5c | cc | 54 | 65 | b6 | 92
5] 6c | 70 | 48 | 50 | £d | ed | b9 | da | 5e | 15 | 46 | 57 | a7 | 84 | 94 | 84
6] 90 [dB [ab | 00 | 8c [bc | d3 | 0a | £7 | e4 | 58 | 05 | b8 | b3 | 45 | 06
o 7] a0 2c [Te | 8f [ca | 3% [ 0F [ 02 | ol [af [bd [03 |01 |13 [8a | 6b
8] 3a |91 |11 ]| 41| 4f |67 |dc |ea | 97| f2 | cf | ce | £O0 | b4 | e6 | 73
9/ 96 |ac [74 | 22 | e7 |ad | 35 | 85 | e2 | £9 | 37 | e8 | 1c | 75 | d4f | 6e
al 47 | £1 |1a |71 | 1d | 29 |[c5 | 89 | 6 | b7 | 62 | 0e | aa | 18 | be | 1b
bl fc |56 | 3e| 4b | c6 | d2 |79 | 20| %9a | db | cO | fe | 78 | cd | 5a | £4
c|1£|[ad [a8 [ 33 |88 |07 |c7 | 31 [bl | 12 | 10 | 59 | 27 | 80 | ec | 5f
dl 60 |51 | 7€ | a9 | 19 | b5 | 4a | 0d | 2d | e5 | 7a | 9 | 93 | ¢9 | 9c | ef
elald | e0 |3 | 4d | ae | 2a | £5 | b0 | c8 | eb | bb | 3c | 83 | 53 | 99 | 61
[ 17 |[2b |04 | 7e [ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55 | 21 | Oc | 7d
Figura 3.32. Descrierea substitutiei octetului xy (in hexazecimal) utilizdnd cutia
inversa S
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George WVasile

Mihai Stefan

Cheia publica
a lui Mihai

Mesaj
necriptat

Mesaj criptat

T

Cheia privata
a lui Mihai

1 @

Algoritm de criptare
(ex: RSA)

(a) Criptarea

T

Cheia privata
a lui Stefan

George

Mesaj cripiat

hd

©

Algoritm de decriptare "crip:ﬂ

1 @

Algoritm de criptare
{ex: RSA)

(b) Autentificare

(Inversul algoritmului
de eriptare)
Vasile
Mihai Stefan
Cheia publica
a lui Stefan
> @
L —
———
Mesaj

Algoritm de decriptare necriptat
(Inversul algoritmului
de eriptare)

Figura 4.1. Modelul simplificat al criptarii cu chei publice
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SursaA

—— A

N

[ X

Criptanalist A
J—>KRb

Sjrsa . X Algoritm
mesajului decriptare

3

A A
Destinatia B
Y N Algorithm X _ -
r dedecriptare ™| Destinatie
A

KUb

Figura 4.2. Criptosistem cu chei publice: confidentialitate

Sursa A

—— A

Y _ | Algorithm

Criptanalist A
KRa

4 A

Destinatia B

—— A

Suyw . X Algoritm
mesaj ului decriptare

Y/

dedecriptare

X
1 Destinatie

KRa |KUa

Sursa
perechii de
chei

Figura 4.3. Criptosistem cu chei publice: autentificare
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SursaA Destinatia B
Sursa X Algoritm Y‘ Algoritm Z o | Algorithm Y 5| Algorithm X; Destinati
Imesaj ului decriptare " ldecriptare " |de decriptare] " |dedecriptare] e

A

Figura 4.4. Criptosistem cu chei publice: confidentialitate si autentificare

Generarea cheilor

Alege p, q (p sl q sunt numere prime)

Calculeaza n=p-q

Calculeaza ¢(n)=(p-1)(q-1)

Alege intregul e astfel incat cmmdc(¢d(n),e)=1; 1<e<d(n)
Calculeaza d astfel incat d-e mod ¢p(n)=1

Cheia publica KU={e,n}

Cheia privata KR={d,n}

Criptare

Mesaj necriptat: M<n
Mesaj criptat: C=M°mod n
Decriptare

Mesaj criptat: C
Mesaj necriptat: M=C? mod n

Figura 4.5. Algoritmul RSA — prezentare pe scurt

Criptare Decriptare

Idesa) necriptat

Mesaj necriptat) (3 7009 _ 0507 |Mesaj crivtat
= 1%

19 —l9. =

T rest 66_466[
*
|

KU=511%
Figura 4.6. Exemplu de criptare si decriptare cu algoritmul RSA

140
L ge Dl 127, 10" _q06.. 10!

rest 19 ——

+

—
EE=77,115
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c=0;d=1;
for i=k downto O
do c=2c;
d=(d-d) mod n;
if bi=1
then c=c+1;
d=(d-a) mod n;
return d;
Figura 4.7. Algoritmul pentru calcularea a® mod n

KUa K Ub
Kua” K Ub H
KUa
a P
KUa KUb

KUa KUb

Figura 4.9. Distribuirea cheilor printr-o lista accesibilad publicului
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(1) Request || Timey (4) Request || Time,

(2) ExRauth [ KUDb || Request || Timey ]

(5) ExRrauth [ KUa || Request || Time; ]

(3 Ekup [1DA IINd

(6) EkualN1IN2]
(7 Exup [ N2]

Figura 4.10 . Distributia cheilor folosind o autoritate pentru chei publice

KUa

KUb

CA = EcRauth [ Timey, IDa, KUa]

CB = ExRauth [ Timey, IDg, KUb ]

Figura 4.11 . Distribuirea cheilor folosind certificate
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q numar prim

o o < gs o radacina primitivalui g

Elemente Publice Globale

Generarea cheii utilizatorului A

Alege XA Xa<q

Calculeaza YA Ya = oA mod q

Generarea cheii utilizatorului B

Alege XB XB <qQ

Calculeaza YB Yg = oXB mod q

Generarea cheii secrete de utilizatorul A

K = (YB)*A mod q

Generarea cheii secrete de utilizatorul B

K = (YA)*B mod g

Figura 4.13. Algoritmul Diffie-Hellman

(2 ExualKd

Figura 4.12. Distribuirea cheilor secrete cu ajutorul cheilor publice




