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Abstract—Automatic testing and reverse engineering of in-
vehicle components have become topics of significant interest as
they allow industry professionals to get a better understanding
of component behaviour and attack surfaces. In this work we
pursue the automatic testing of in-vehicle instrument clusters.
These devices may be subject to attacks that may mislead the
driver regarding the current state of the car. Understanding
the feasibility of such attacks requires the ability to determine
the behaviour of the cluster in response to specific instructions
received from the CAN bus. For this purpose we use fuzz testing
and a camera in order to remove manual intervention and set
room for automatic learning of the commands that can be sent to
the cluster. This enables the automatic detection of the commands
with little or no human intervention. We test our framework
on three clusters from real world vehicles and determine in an
automatic manner a sufficiently large number of commands and
responses that they trigger.

Keywords-instrument cluster, fuzz testing, cybersecurity test-
ing, CAN bus, automotive engineering

I. INTRODUCTION AND MOTIVATION

In-vehicle components and networks are somewhat unpre-
pared for malicious adversaries as recent investigations have
proved, e.g., [, [2l], [3], etc. In order to discover potential
vulnerabilities in CAN messages, to which the car instrument
cluster responds, or to check how easy an attacker might
discover the commands sent to the cluster, we pursue the
design of an automated system which uses fuzzing over all
possible standard CAN identifiers (IDs) on 11 bits and a range
of payloads. Such an analysis will give a comprehensive idea
of how easy is to reverse engineer an instrument cluster by
adversaries.

In order to understand the relevance of instrument clusters,
a few words on the history of these devices are useful. At
first, rudimentary instrument clusters were used for monitoring
oil level, water pressure or coolant temperature [4]. With
technological advancements, instrument clusters also evolved.
In the 50s, additional information on the speed, fuel level,
oil pressure and coolant temperature were displayed, while
warning lights were introduced only later replacing some of
the gauges [5]. Currently, most clusters are equipped with LCD
panels. Clusters produced for most low to mid-range vehicles
use one central LCD display along with mechanical needle
gauges, while in high-end cars a full LCD instrument cluster
is preferred.

The instrument cluster is a relevant component for the safety
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Fig. 1. Overview of the proposed system

and security of the whole car. This is because the driver is
continuously informed on the state of the car by observing
information displayed on the instrument cluster. This includes
information on the speed at which the car is travelling, the
need to refuel as well as various warning messages that
indicate malfunctions. Clearly, an adversary manipulating such
messages can misled the driver, possibly causing accidents
making the driver drive at an unwanted speed or making the
driver stop in undesired circumstances, e.g., on a highway, by
injecting false messages on the CAN bus. It is well known
and already proved by many works that the CAN bus has
no intrinsic security and thus injecting messages on the bus
is a simple task. The only problem is for an adversary to
learn the instructions, i.e., the CAN identifiers and specific
payloads, to which the cluster instrument will respond by
changing the information displayed on the panel. For a better
understanding of this task, Figure [I] depicts an overview of
the system which we use. Briefly, we use a motion detection
algorithm which processes the images recorded by a camera
and checks for various events such as moving needles, steady
or blinking lights. The camera is coupled to a laptop which
uses a RaspberryPi board in order to communicate with the
cluster and observe its behaviour. More details on this setup
will be given in the forthcoming sections.

The rest of our work is organized as follows. In Section
IT we discuss some related works on reverse engineering car
components. Section III presents the laboratory setup in which
we test three instrument clusters from common passenger
cars. Section IV presents the design of the automatic fuzz
testing mechanism detailing the concept, implementation and



experimental results. Finally, Section V holds the conclusion
of our work.

II. RELATED WORK

Reverse engineering CAN messages inside a car network
was the target of multiple research works. Existing works on
this subject use different fuzzing techniques, big data analysis
or manual reverse engineering of messages. In what follows
we try to briefly account for some of these works.

In [6]], the authors send high volume of random or mal-
formed data to the Display Interface ECU (Electronic Control
Unit), i.e., the ECU controlling the instrument cluster, and
reactions are recorded for later analysis. More precisely, the
injected data consists of CAN messages with IDs in the 0-
2047 range and payload bytes randomized over the full 64-
byte range. Messages are sent at a rate of one packet per
millisecond, using a PC based CAN fuzzer developed by the
authors in a previous paper, but due to the system’s processing
time, the response to the message is delayed. The fuzzing
procedure runs multiple times over the messages, with a binary
search algorithm, to reduce the number of messages on each
try, until the message producing the desired effect is found.
Afterwards, the payload is analyzed in the same manner,
sending the same message ID and varying only the bytes of
the message payload. This work does not use a camera to
automatically detects changes.

An automated method for reverse engineering the car’s
cluster is proposed in [7]. This is done through different
fuzzing techniques. In order to capture the instrument cluster’s
output, the authors use light sensors. Using this approach
the authors were successful in reverse engineering real and
simulated instrument cluster and the time performance of
several fuzz testing algorithms were measured. A simulated
cluster is also used in [8], to prove the success of fuzz testing
on an automotive component, and in [9]], to show the tools
and methodology needed to hack an instrument cluster.

Another approach is to analyze sniffed logs from the car
in order to discover the CAN messages that are used for
instrument cluster control. For example, in [10] the authors
crashed a car in a controlled environment and recorded the
CAN traffic preceding the accident. Afterwards, the authors
analyzed the traffic knowing the behavior before the crash
(speed, time of the crash, breaking time, etc.) and pieced to-
gether all these information to obtain meaningful information
about the employed messages. In [L1], the authors performed
a man-in-the-middle attack and spoof CAN messages in order
to take control of the cluster. In [12]], collected CAN bus
traffic was analyzed by different message filtering techniques
for several car models.

Emulating part of instrument cluster’s firmware is also an
option for reverse engineering, exploited in [13]. Demonstra-
tions of how different vulnerabilities can lead to malicious
attacks on clusters were shown in [14], where an Android
head unit accessible with root privileges was used for injecting
malicious messages. Also, in [15] an OBD2-to-Bluetooth
device and an Android malicious app were used to insert
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Fig. 2. CAN bus network representation
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malicious CAN frames. Attacks on the entire car and attempts
of reverse engineering CAN messages were also performed
in [2] or in [16]. Procedures for automated fuzzing CAN
frames were not used only for attacking or reverse engineering
purposes, but also for testing and checking the behavior of
clusters in [[17], [[18] or [19]].

As potential protection mechanisms, one way to circumvent
the automated fuzzing of the instrument cluster would be
to use identifier randomization. This procedure has been
proposed by a number of recent works, e.g., [20], [21], [22],
[23]], as a protection against frame injection attacks. However,
such a procedure, while effective, is not yet adopted by
manufacturers.

III. LABORATORY SETUP

In this section we first discuss some background on CAN
buses, then we proceed to the description of our experimental
setup in which we test the three in-vehicle clusters.

A. CAN buses background on instrument clusters

Within the car network architecture, the instrument cluster
represents a critical component. It may be connected to one
or several CAN networks where rogue nodes may reside, or
where an On-board diagnostics (OBD) port exists and can be
used as an attack surface [24]. The Bosch Group started the
development of the Controller Area Network (CAN) protocol
in 1983 and its specification was released three years later,
in 1986. Since then it has become an automotive standard,
published in 1993 as ISO 11898. Due to its low cost, robust-
ness, speed and flexibility the CAN bus is widely used by
ECUs found in automotive networks, including the instrument
cluster.

The CAN bus is a serial communication protocol with a
physical layer implemented using two dedicated wires, CAN-
High and CAN-Low. An 120 ohm resistor is used as a
terminator at each end of the bus. Each node, usually referred
as Electronic Control Unit (ECU), which has to communicate
on this bus, must be linked to these two wires. A basic
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