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ABSTRACT Fingerprinting devices based on unique characteristics of their sensors is an important
research direction nowadays due to its immediate impact on non-interactive authentications and no less due
to privacy implications. In this work, we investigate smartphone fingerprints obtained from microphone data
based on recordings containing human speech, environmental sounds and several live recordings performed
outdoors. We record a total of 19,200 samples using distinct devices as well as identical microphones placed
on the same device in order to check the limits of the approach. To comply with real-world circumstances,
we also consider the presence of several types of noise that is specific to the scenarios which we address,
e.g., traffic and market noise at distinct volumes, and may reduce the reliability of the data. We analyze
several classification techniques based on traditional machine learning algorithms and more advanced deep
learning architectures that are put to test in recognizing devices from the recordings they made. The results
indicate that the classical Linear Discriminant classifier and a deep-learning Convolutional Neural Network
have comparable success rates while outperforming all the rest of the classifiers.

INDEX TERMS machine learning, microphone, smartphone fingerprinting

. INTRODUCTION AND MOTIVATION

In the recent years, due to the fast evolution of the IoT
(Internet of Things) and the stringent need for fast authentica-
tion mechanisms that do not call for user interaction, device
fingerprinting within the scope of authentication evolved into
an important research area that asked for urgent exploration.
Nonetheless, privacy related topics and forensic investiga-
tions provide complementary use cases of significant interest
for inimitable device characteristics.

Contemporary smartphones are equipped with numerous
sensors, i.e., microphones, accelerometers, gyroscopes, mag-
netometers, light sensors, cameras, etc., all of which can
be fingerprinted since each sensor has unique characteristics
due to chemical and physical imperfections resulting from
the fabrication process. The idea of circuit identification
based on physical properties was explored since the early
2000s [1]. Later, Physically Unclonable Functions (PUFs)
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were introduced for security applications such as device
authentication based on unique and unpredictable character-
istics [2]]. However, extracting unique sensor characteristics
is challenging because sensor characteristics are also influ-
enced by the environment, regardless of the sensor type,
e.g., accelerometer [3]], microphone [4], camera [5]], etc. In
this work, we analyze smartphone fingerprints provided by
microphone characteristics using the frequency domain rep-
resentation of the recorded sounds and machine learning clas-
sifiers. Concretely, we use several traditional machine learn-
ing algorithms, i.e., Linear Discriminant (LD), Ensemble-
Subspace Discriminant (ENS), Decision Tree (DT), Fine K-
Nearest Neighbor (KNN) and Linear Support Vector Ma-
chines (SVM), to which a deep-learning Convolutional Neu-
ral Network (CNN) is added as a comparison.

We are focusing on three distinct scenarios, as depicted
in Figure [T} as a result of various types of sounds and
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FIGURE 1. Overview of the scenarios and methodology steps in our work

environments. A specific area of application which concerns
us are the vehicular environments which recently become of
much interest due to the evolution of the automotive domain
towards interactions with smart devices that are carried by
users. The scenarios from which we collect and analyze data
are the following:

Scenario A. Fingerprinting smartphones from different
manufacturers and different models based on human speech:
for this scenario we use the existing MOBIPHONE dataset
[6] which is a public speech database containing 21 smart-
phones from distinct brands and models. For each smart-
phone the dataset contains 24 audio files from 12 female
and 12 male speakers. The speakers were chosen from the
TIMIT database [7]]. Each recording file contains 10 spoken
sentences, the first two are identical for each speaker while
the rest are different.

Scenario B. Fingerprinting identical smartphones on envi-
ronmental sound using prerecorded sounds: for this scenario
we built our own recordings with 16 microphones from the
same smartphone model (a Samsung Galaxy S6) which are
used to record in-vehicle and traffic noise replayed by a
high-end audio system. These experiments were performed
indoors since it is much easier to work with a batch of iden-
tical microphones which are connected to the same phone in
order to determine if the microphone alone (or the rest of the
circuits in the smartphone) influences the fingerprinting. To
generate environmental sounds, we use the SoundArchive{H

Uhttps://www.soundarchive.online/?s=police

database from which we use sounds corresponding to some
events that are commonly encountered in vehicular environ-
ments: (i) locomotive signaling departure, (ii) closing barriers
with bells jingling, (iii) car screeching tiers and (iv) the horn
sound of a car. In Figure 2] we depict the sounds which we
use from SoundArchive, played in the indoor experiments
(with identical microphones) in the time domain (left) as
well as their power spectrum, i.e., the frequency domain
representation (right). On each plot there are two signals
which correspond to the two channels of a stereo recording.

Scenario C. Fingerprinting smartphones from distinct
manufacturers and models based on live recordings: for this
scenario we built our own recordings outdoors and inside
a vehicle by using 16 distinct smartphones that record the
sound at the same time. Each smartphone records sounds in
three distinct sub-scenarios:

1) A car honking in an open space to avoid reflections from
the nearby obstacles (for these measurements we took
the car outside the city on an open area). In this scenario
we performed 400 measurements with each smartphone,
totaling 6400 measurements. The smartphones were
placed outside the car as would be expected in case of
bystanders’ incidental recordings.

2) Vehicle hazard lights since these are commonly trig-
gered inside cars in various circumstances related to
traffic conditions. For this scenario we did 300 mea-
surements for each smartphone, totaling 4800 measure-
ments.

3) Wipers noise as this is also commonly heard inside cars
(such a scenario generally occurs due to circumstances
caused by the environment). For this scenario we did
300 measurements for each smartphone, totaling 4800
measurements. In the last two settings, the smartphones
were placed inside the car.

In real-life circumstances, additional noise may be present
in the environment. For this reason, we also analyze the influ-
ence of four types of noise on our fingerprinting procedure.
For outdoor recordings we consider overlaps with music, for
which we used several songs from the top 10 of the Spotify
list for 2021. For indoor recordings, we used two environ-
mental noises from the SoundArchive: (i) heavy traffic and
(ii) outdoor market sounds. In Figure [3|we graphically depict
the representation of these sounds from the SoundArchive
in the time domain (left) and frequency domain respectively
(right). Each plot contains two signals as the files from the
SoundArchive are two-channel, stereo recordings.

The rest of the work is organized as follows. In Section
we analyze some related works. Section[[Tl|depicts the exper-
imental setup, devices and tools. In Section[[V] we attempt to
fingerprint microphones using the LD, ENS, DT, KNN and
SVM classifiers based on prerecorded sounds from indoor
experiments. In Section [V] we fingerprint microphones based
on live outdoor recordings using the LD classifier, which was
selected as the top performer based on the experiments from
the previous scenario, and we also add a more demanding
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FIGURE 2. Sounds played in our experiments in time domain (left) and power
spectrum (right)
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FIGURE 3. Noises used in our experiments in time domain (left) and power
spectrum (right)

deep learning CNN architecture. Section [VI] concludes our
work.

Il. RELATED WORK

Several lines of work have focused on fingerprinting smart-
phones based on their microphones and various types of
sounds and classification mechanisms were employed. We
survey these in what follows, Table |I| provides an overview.
Indeed, previous approaches differ not only in the algorithms
that they use, i.e., traditional machine learning or deep
learning, but also in the features employed for classifying
the samples. For example, while most works are using the
frequency spectrum extracted via the FFT transform, some
works that employed human speech have also been using
MFCC coefficients (which are commonly used for speech
recognition). We also note that for synthetic recordings,
SVM, KNN and CNN were the most used classifiers. Several
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details on these works follow.

In [8] smartphone microphones are identified based on
the recordings of a periodic tone at 1kHz with KNN, SVM
and CNNs and [9] uses a similar methodology. Noise pro-
duced by a pneumatic hammer and a gun are used in [10].
The microphone classification was realized based on the
frequency representation of the recorded sound with KNN,
SVM and CNN. Artificial neural networks are used in [12]]
for microphone identification based on the frequency re-
sponse for 80 tones ranging between 100Hz and 8kHz. In
[13]] the microphones are identified using the inter-class cross
correlation of the phase spectrum. The microphones were
used to record the ambient noise generated with a fan cooler
which is positioned at 0.7m from the microphones and runs
at the maximum speed.

Audio signal characteristics, e.g., mean, standard de-
viation, dynamic range D, the crest-factor Q and auto-
correlation time are analyzed in [24]] within the scope of
forensics applications. In [14]], one-class classification is used
based on noise collected from different locations, i.e., indoors
or outdoors, inside a park or on a busy street. Characteris-
tics extracted from FFT coefficients are used in [[15] along
with machine learning algorithms, i.e., Naive Bayes, multi
class SVM, decision trees and KNN. In [11]] mobile devices
are identified based on two approaches. In one approach,
the authors use the frequency response of the speaker and
microphone based on the minimum likelihood classification
of 13 tones with frequencies between 100Hz and 1300Hz.
The other approach is based on calibration errors of the
accelerometer sensors.

Also, human speech has been used by several papers
for smartphone microphone fingerprinting. In [[16] speech
recordings from 25 speakers are used for microphone identi-
fication with SVM, Gaussian Supervector (GSV) and Sparse
Representation-based Classifier (SRC). Speech recordings
are used in [[18] for microphone identification based on the
band energy difference descriptor. CNN classification based
on frequency domain representation of human speech is done
in [22]. In [19] the smartphone is identified using CNNs
based on the spectrogram extracted from speech recordings.
SVM-Recursive Feature Elimination (SVM-RFE) and vari-
ance threshold are used in [20] for smartphone microphone
identification based on speech recordings. Mel-frequency
cepstral coefficients (MFCCs) of speech recordings are used
in [[17]] for microphone identification. Audio source identifi-
cation in the scope of anti-forensics using SVM and MFFC is
proposed in [21]]. In [23]] the smartphone is identified based
on MFCC of audio recordings.

An open-set classification algorithm is proposed in [25]
for microphone identification. Microphone and environment
classification using Naive Bayes is done in [26]. Distinct
audio signals were used, i.e., distinct music styles, noises,
speech and instrumental. Electrical network frequency (ENF)
and SVM are used in [27]. Mobile device identification
using deep learning algorithms, i.e., softmax regression and
multilayer perceptron (MLP) based on audio recording data,
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Overview of various works which is proposed ngerprinting smartphones based on their microphone

Paper Type of sound Classi ers Devices Sound
[8] 1kHz and 2kHz tone SVM, KNN, CNN 32 smartphones
[9] 1kHz tone SVM, KNN, CNN 34 smartphones
[10] 1kHz tone, pneumatic hammer, gunshot SVM, KNN, CNN 34 smartphones
[11] 13 tones in the range of 100Hz-1300Hz maximum-likelihood 16 smartphones
classi cation synthetic sound
[12] 80 tones in the range of 100Hz-8kHz arti cial neural networks 6 commercial microphones
[13] ambient noise generated with a fan cooler inter-class cross correlation 8 commercial microphones
[14] noise: indoor, park, street one-class classi cation 5 commercial microphones
[15] music, (metal, pop, techno), MLS noise, sine, naive bayes, multi class 7 commercial microphones
white noise, digital silence, SQAM instrumental ~ SVM, decision trees and
KNN
[16] 25 speakers SVM, GSV and SRC 4 commercial microphones
[17] 40 speakers MFCC + GMM 16 commercial microphones
[18] 4 speakers band energy difference 31 + 141 smartphones
descriptor
[19] number not mentioned CNN 20 smartphones
[20] 12 + 160 speakers (SVM-RFE) and variance 24 smartphones h
uman speech
threshold
[21] 160 + 12 MFCC + SVM + CNN 16 smartphones
[22] 24 speakers (mobiphone [6]) + 3 speakers (own)) CNN 20(mobiphone [6]) + 19 smartphones
[23] 24 speakers (mobiphone [6]) MFCC + GMM 21 smartphones (mobiphone [6])
this paper human speech (mobiphone [6]) + environment LD, ENS, SVM, DT, KNN 16 + 16 smartphones (in addition to the human speech +

sound from horns, tyres, barrier (new dataset) +
real sound from horn (new dataset)

mobiphone dataset) synthetic sound (affected

by environment noise)

is proposed in [28]. [37] a method for fast camera identi cation and veri cation

Other papers have used the loudspeaker instead of thi@ forensics investigations based on Photo-Response Non-
microphone for smartphone identi cation. In [29] and [30] Uniformity (PRNU) is proposed. Smartphone identi cation
the smartphone loudspeaker is identi ed based on naturahsing camera ngerprints extracted based on hybrid green
sounds, i.e., instrumental, song and human speech usingannel PRNU is proposed in [38].
distinct audio features, i.e., RMS (root-mean-square), ZCR In addition to smartphone ngerprinting, authentication
(zero crossings), Low-Energy-Rate, Spectral Centroid, Specand secure communication protocols are proposed by other
tral Entropy, etc. In [31], the Euclidean distance is used forworks based on ngerprints extracted from speakers, mi-
the smartphones loudspeaker identi cation based on cosingrophones or other sensors. Wireless device authentication
tones between 14kHz and 21kHz with 100Hz increment.based on ngerprints extracted in the frequency domain from
SVM, Random Forest (RF), CNN and Recurrent Neuralspeakers and microphones is proposed in [39]. In [40] and
Network-Long Short-Term Memory Neural Network (RNN- [41] a secure communication system based on ambient audio
BLSTM) based on MFCC and SSF sketches of spectrals proposed. Also, [42] proposes a system for secure mobile
features extracted from human speech are used in [32] fodlevices pairing based on audio ngerprints extracted from the
smartphone loudspeaker identi cation. In a previous work, recorded audio data. An acoustic communication mechanism
we have used a convolutional neural network (CNN) and afor smartphones based on jamming signals is proposed in
Bidirectional Long Short-Term Memory network (BiLSTM) [43]. In [44] a two factor authentication system is proposed
to ngerprint smartphones based on the loudspeaker responsghich works at high frequencies, i.e., between 18kHz and
to a sweep signal [33]. Interestingly, the BiLSTM network 20kHz. Also, SVM is used to analyze the similarity between
from our previous work [33] performed very poor on micro- the recorded audio data in the time and frequency domains.
phone data and the CNN required signi cant modi cations
for this task. This suggests microphone data to be more

challenging for ngerprinting. In this section we give an overview of the devices used in
Mobile devices identi cation based on 20 features in time the experiments, the environment con guration and software
and frequency domain, extracted from accelerometer data iplatforms.
proposed in [34]. A more rarely employed sensor for n-  pevices.Our experiments focus on the classi cation of
gerprinting is the magnetometer. In [35] the mobile devicespoth distinct and identical smartphones based on their micro-
are identi ed based on magnetometer ngerprints extractedphones. To make the experiments convincing and account for
from 18 features in the time and frequency domains. Multiplegifferences between identical microphones, we dissembled
features extracted from distinct sensors, i.e., microphonea Samsung Galaxy S6 smartphone and bought 16 identi-
accelerometer, gyroscope and magnetometer are used in [3gh| (original) ex cables with microphones. The Samsung
for smartphone identi cation. Galaxy S6 microphone is placed on the same board, also
Other ngerprinting attempts have used camera sensors. Imeferred as the ex cable, with the micro USB charging port,
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