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Abstract—As the security vulnerabilities of Controller Area
Networks (CAN) become well known, heavy-duty vehicles im-
plementing the SAE J1939 specification layer on this bus are
immediate targets. Recently released standards provide clear
cybersecurity requirements, but the exact methods to be imple-
mented are not specified and remain up to the manufacturers. In
this work we address adversary actions and countermeasures at
the control system level for a heavy-duty vehicle J1939 CAN bus.
This low level approach allows us to complement regular attacks
with more knowledgeable attacks that may evade detection and
discuss realistic countermeasures. Indeed, as we also show by
experiments, traditional approaches based on machine learning
algorithms will largely fail to detect such attacks. We present
experiments based on a model that links between the Simulink
environment, an extension of the MATLAB platform for the simu-
lation of in-vehicle control systems, with the CANoe environment,
which facilitates the simulation of in-vehicle networks.

Keywords-CAN bus, vehicle security, intrusion detection, SAE
J1939

I. INTRODUCTION AND MOTIVATION

The transportation infrastructure is continuously spreading
with the over increasing demand for passengers to commute
and for goods to be delivered. In this context, heavy-duty vehi-
cles, sometimes also referred as commercial vehicles, like trac-
tors, trailers or buses, play a key role. On highways, there are
millions of heavy-duty vehicles traveling daily for hundreds
of kilometers and thus it is essential to continuously improve
their safety. The last decade brought several enhanced driver
assisting technologies, like automatic emergency braking, lane
departure warning, blind-spot detection, etc. An immediate
target is to enable vehicles to travel autonomously, without
any human intervention, which is of specific importance in
case of heavy-duty vehicles due to the much longer distances
they travel. In order to achieve all these capabilities, vehicles
become complex cyber-physical systems equipped with dozens
of ECUs (Electronic Control Units) running millions lines of
code, using multiple sensors, actuators, cameras and radars.

Unfortunately, the very same scenario, turns vehicles into
potential targets for well-motivated adversaries that can easily
exploit existing security vulnerabilities. This has been proved
by a strong body of research performed in the past decade. The
first such reports from [1], [2] and [3] provide an extensive
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Fig. 1. Typical SAE J1939 CAN bus inside a heavy-duty vehicle

experimental analysis of attack surfaces and adversary capa-
bilities inside vehicles. These attacks can be performed by an
adversary that connects to the bus, e.g., via the OBD port [4],
or compromises an existing unit, e.g., the telematics unit [5].
Some recent attacks were also done from remote. For example,
a remote attack based on the exploitation of the web browser
from a TESLA car was demonstrated in [6] and the authors
from [7] managed to remotely compromise several safety
critical ECUs from TESLA cars by exploiting the over-the-air
(OTA) software update process. Regardless of the entry point,
one of the main cause for the reported attacks is the insecurity
of the CAN bus which was designed by BOSCH in the
80s without security specifications [8]. Security requirements
were standardized only much more recently in the automotive
industry, e.g., the ISO/SAE 21434 specifications [9].

The SAE J1939 standard, developed since the mid 90s, com-
plements the standard CAN bus protocol by adding specific
features, to which we will refer later, and targets the CAN
communication inside heavy-duty vehicles. Besides several
J1939 protocol specific features (like address claims and
multiframe transmissions), the standard also clarifies part of
the frame content. While the standard is intended for the car
and heavy-duty truck industry, this also makes it easier for the
research community to design intrusion detection systems that
are not content agnostic and account for the actual physical
significance of the data carried by each frame. Indeed, most
of the existing in-vehicle IDS proposals, which we discuss
in the related work section, are content agnostic and one of
the reasons is the fact that the content of the traffic in known
only to the manufacturer (although it can be understood by
proper reverse engineering as shown by some recent works
[1O}], [11]]). We depict the concrete J1939 network architecture
that we address in Figure |1} The network includes two CAN
buses, one of them, having six ECUs, is responsible for
powertrain functions and the other is the Fleet Management
System (FMS) which has one gateway ECU (more details
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Fig. 2. Example of surge attack and geometric attacks on vehicle speed

about this network architecture will be discussed later). As
expected, the J1939 specifications do not include security
elements either. There are only some recent research proposal
for securing J1939 buses which we discuss in the related work
section. However, none of the existing works for securing the
J1939 bus are addressing specific details at the control system
level. Needless to say, these fine grain details can be exploited
by adversaries and require distinct attention. Moreover, there
are many recent proposals for deploying in-vehicle intrusion
detection systems (IDS), which will be accounted in the related
work section, but they come with three additional problems.
Firstly, they require increased computation costs and memory,
especially when relying on more demanding machine learning
(ML) algorithms, as we show in the experimental section.
Secondly, and perhaps a much more important aspect that is
neglected by related works, it is nearly impossible to provide
a dataset that covers all the states of a vehicle. Needless to
say, a car is on road for years and travels several hundred
thousand miles while the training datasets usually capture a
few minutes, maybe hours or so, of runtime. Thirdly, small
variations in the transmitted data may easily go undetected
by the intrusion detection system. As a practical example,
Figure [2] shows a surge attack in the left and a geometric
attack on the right, such attacks were commonly accounted in
control systems [12]. It is understandable that if the training
was performed on data before the surge attack occurred, this
attack will go unrecognized by a signature-based IDS. While
for the geometric attack, the changes are initially very small
and increase at a latter point which may evade detection by
an anomaly-based IDS. Finally, by exploiting minute changes
in the signals and the appropriate control system model, as
discussed in this work, the detection mechanism requires only
simple computations related to a change detection, e.g., a
cumulative sum (CUSUM) which is a well-known sequen-
tial analysis technique. Because of the simplicity of such
computations, the IDS can be easily integrated on existing
microcontrollers (including low-end ones, such as the NXP
S12 which we use in our experiments) and the IDS can actively
block intrusion frames, if it is present on each microcontroller.
This turns the proposed IDS into an intrusion prevention
system since it can actively block the adversarial interventions.
This approach complies with the recent specifications for IDS
deployment from the AUTOSAR standard [[13].

In the light of the above, the contributions of our work are
threefold:

1) we develop an experimental setup which connects be-

tween CANoe, the industry leading software for simulat-
ing in-vehicle buses, and Simulink, the leading environ-
ment for the design of control systems,

2) we analyze attacks at the control system level, on various
signals (vehicle speed, trip distance, engine speed, torque)
that circulate on the bus of a J1939 heavy-duty vehicle
and remain stealthy, being hard or impossible to detect
by traditional intrusion detection systems and discuss the
appropriate countermeasures,

3) we present concrete experimental results on both low-end
(Freescale S12X) and high-end (Infineon TC series) mi-
crocontrollers, to prove that the solution can be deployed
in real-world automotive scenarios.

Our work is organized as follows. In Section II we provide
an overview of related works. Section III provides some
background on CAN buses, relevant details of the SAE J1939
standard and some details on the CANoe-Simulink integration.
In Section IV we present an overview of the J1939 CAN
bus simulation, show the details for the control systems
in Simulink and introduce the adversary model. Section V
presents the experimental results with the attacks and counter-
measures. Section VI holds the conclusions of our work.

II. RELATED WORKS

A comprehensive image of the recent technological chal-
lenges for automotive embedded systems, including standards,
methodologies, hardware and software solutions, network ar-
chitectures, functional safety and security design strategies is
presented in [[14]. Some vulnerabilities of in-vehicle networks,
attack strategies and countermeasures are also summarized in
[[15]]. Various practical attacks and defense mechanisms were
proposed in the past decade but the attention was concentrated
mostly on passenger cars, not on heavy-duty vehicles. Only a
small number of recent works started to address the security of
heavy-duty vehicles compliant with the SAE J1939 standard.
The vulnerabilities of the SAE J1939 specific features were
examined and an authentication protocol was proposed in [16].
The authors from [17] describe a DoS (Denial of Service)
attack focused on the J1939 specific transport protocols used
for multipacket transmissions. The authors in [18] showed
that injection and replay attacks on J1939 CAN buses inside
commercial vehicles can have serious consequences. Hariharan
et al. [19] offer a verification and validation framework that
relies on a security testing mechanism tailored for J1939
heavy-duty vehicle buses.

In what follows, we describe the recently proposed coun-
termeasures as a response for the aforementioned attacks. The
encryption of the J1939 diagnostic traffic was examined in
[20]. Some steps were also done towards the deployment of in-
trusion detection systems on J1939. A machine learning based
approach was proposed in [21] in order to detect DoS and
fuzzing attacks and a precedence graph-based approach was
evaluated in [22] for anomaly detection. Recently, a two-stage
intrusion detection mechanism for J1939 was proposed in [23].
The first stage is responsible for checking the legitimacy of the
encrypted addresses (source and destination) from the CAN
ID while the second stage detects single bit changes of the



data eld by proper range checks. The detection of adversarthe Hamming distance was always effectively used for error
manipulations is facilitated by the avalanche effect of bloattetection and correction, but in case of intrusion detection it is
ciphers as the data elds of CAN frames are encrypted. Agenerally used only if a more effective domain-speci ¢ metric
other recent approach relies on both timing and data analysisunknown [44]. Keeping in mind that physical processes
in order to detect spoo ng and masquerade attacks in J193&8e monotonic variations, using state predictors and checking
and NMEA2000 networks[ [24]. The mechanism is able toumulative sums of the recorded errors, i.e., CUSUM, is likely
detect manipulation attacks, i.e., single bit ips, by inspectinmore effective. This kind of approach is commonly used for
anomalous changes in the electric potential during a transitidatecting intrusions in cyber-physical systems [45], [46].
from a dominant to a passive state. However, none of the
previous works on J1939 security accounts for the control
system level, which is the main objective of our work. [1l. BACKGROUND
Outside the J1939 context, there is a large number of
works that are addressing the deployment of intrusion detecdn this section we discuss the CAN background and the
tion mechanisms on classical CAN. Issues related to atta8RE J1939 standard specic features. Then we proceed to
surfaces, attack strategies, costs and real-time constraiatpresentation of the CANoe environment and its integration
methods for implementing IDS and challenges are surveyedvith the Simulink environment.
[25]. A clock offset based algorithm for attacker identi cation
in CAN networks is discussed iri_[26]. The use of clock
skews has been originally proposed|ini[27]. The use of neuggl cAN bus description
networks for intrusion detection was explored [n1[28] and
[29]. Convolutional neural networks with long and short- The effectiveness and simplicity of the classical Controller
term memory (LSTM) were proposed in [30] while LSTMArea Network (CAN) bus has been proven by more than three
autoencoders were investigated in [31]. Traditional machigecades of use, during which it remained the most employed
learning algorithms were also used, e.g., k-Nearest Neightsgiution for internal communication inside vehicles. Newer
(k-NN) was analyzed in [32], support vector machine classgxtensions of the CAN protocol, i.e., the CAN with Flexible
ers (SVM) in [32], [33] and [34] while decision trees wereData Rate (CAN-FD) and more recently, the CAN Extra Long
examined in [35]. A hybrid IDS based on discrete waveldCAN-XL), set the room for future uses of the CAN protocol,
transform and SVM is suggested in [36]. Other lines of wor&t least for the decade that follows. The CAN protocol supports
use nite-state automatons [37], Hidden Markov Models [38Fansmission rates of up to 1 Mbit/s when high-speed CAN is
or entropy characteristics [39], [40]. The use of the timemployed. Enhanced speed performance and payload can be
interval between remote frames and response data frames&egomplished by using the CAN-FD or the CAN-XL protocol.
detecting malicious activity is investigated in [4]. The work ifCAN-FD supports speeds from 2 to 5 Mbit/s and up to 64 data
[41] uses the deviation from the periodicity of the frames. bytes, while CAN-XL enables transmissions at 10 Mbit/s and
Most of the previous proposals for in-vehicle IDS ar@ayloads up to 2048 bytes.
content-agnostic. However, as pointed out by many recentAs we depict in Figure 3, each microntroller or interface
works on cyber-physical systems security, these methods mg&yonnected to the bus via two wires (CAN-High and CAN-
be quite ineffective. For example, it is clearly stated by theow) terminated by 120 Ohm resistors. Bus communication
authors from [42] that, in case of cyber-physical systenis mediated by the CAN data frames which are broadcast by
(which include the automotive domain), intrusion detectioeach CAN node. The extended CAN data frame format is
systems that do not use domain-speci ¢ knowledge will pepresented in Figure 4. The start of a CAN frame is indicated
form poorly. And, as acknowledged by the authors, the work sy a dominant start-of-frame bit (SOF). Each CAN frame has
[43] has already proved that data with high variability makesn 11 bit ID (identi er) in case of the standard format or a 29
it impossible to deliver high detection rates and low positivieit ID in case of the extended format. In addition to the role of
rates at the same time. This makes it clear that content-agnostiiquely identifying a CAN message, the CAN ID also ensures
approaches have limitations and should be used only whidwe bus arbitration mechanism, i.e., if multiple nodes try to
speci ¢ information is not available. While this is the case imccupy the bus at the same time, the node which transmits the
many applications, fortunately, in-vehicle control systems dowest valued ID wins the arbitration. Only nodes interested
have a well-understood physical behavior that can be used for certain CAN IDs take into account the signals that are
a ner-grain detection of adversarial manipulations. packed inside the CAN frame. The control eld speci es the
As we later show in the experimental results, traditionamount of data (0-8 bytes) that will be packed inside the data
machine learning approaches, like k-nearest neighbors (k-NNId. An error detecting code, i.e, a 15 bit Cyclic Redundancy
decision trees classi er (DTC) and the random forest classi é&2heck (CRC), is computed over the frame content in order
(RFC), fail to detect the attacks that we analyze (the resutts verify data correctness and protect communication in case
are summarized in Table IIl). Also, simple metrics like thef accidental alterations, e.g., errors inicted by noise, of
Hamming distance would be ineffective. For example, in catlee frame content. Each node that correctly receives a frame
of a surge attack, a Hamming distance equal to just 1 wibn rms this by writing a 0 in the ACK slot, which remains
cause exponential variation depending on the bit which daherwise set to 1. The end of the CAN message is marked
affected, e.g., the most signi cant bit. Historically speakindyy a recessive EOF bit.



our experimental evaluation.

TABLE |
SPECIFICJ1939SIGNALS FORID Ox18FEF100ACCORDING TO[48]
No. Start position Length J1939 signal
1. Byte 1 - bit 1 2 hits Two Speed Axle Switch
2. Byte 1 - bit 3 2 hits Parking Brake Switch
3. Byte 1 - bit 5 2 bits Cruise Control Pause Switch
4, Byte 1 - bit 7 2 bits Park Brake Release Inhibit Request
- . 5. Byte 2 - bit 1 16 bits Wheel-Based Vehicle Speed
Fig. 3. SAE J1939 typical CAN bus topology 6. Byte 4 - bit 1 2 hits Cruise Control Active
7. Byte 4 - bit 3 2 bits Cruise Control Enable Switch
8. Byte 4 - bit 5 2 bits Brake Switch
9. Byte 4 - bit 7 2 bits Clutch Switch
10. Byte 5 - bit 1 2 bits Cruise Control Set Switch
11. Byte 5 - bit 3 2 bits Cruise Control Coast (Decelerate) Switch
12. Byte 5 - bit 5 2 bits Cruise Control Resume Switch
. 13. Byte 5 - bit 7 2 bits Cruise Control Accelerate Switch
Fig. 4. Extended CAN data frame 14.  Byte 6 - bit 1 8 bits Cruise Control Set Speed
15. Byte 7 - bit 1 5 bits PTO Governor State
16. Byte 7 - bit 6 3 bits Cruise Control States
17. Byte 8 - bit 1 2 bits Engine Idle Increment Switch
18. Byte 8 - bit 3 2 bits Engine Idle Decrement Switch
B. SAE J1939 features 19. Byte8-hit5 2 bits Engine Diagnostic Test Mode Switch
20. Byte 8 - bit 7 2 bits Engine Shutdown Override Switch

The J1939 standard collection was released by the Society
of Automotive Engineers (SAE) and is dedicated to a specic
sector from the automotive industry, i.e., commercial vehicles
which includes various industry groups, varying from agriC. CANoe-Simulink integration

cultural (tractors) and construction equipment (mobile cranes,CANoe is a market-leading development environment for
trucks) or on-highway equipment (highway cabs) to marin@e design, real-time simulation and testing of in-vehicle buses.
(yacht, boats) or industrial processes. Concretely, SAE J198%Iso provides integration with other industry standard tools
de nes a full communication stack on top of the CAN protocaiike Simulink which is a MATLAB-based environment that can
by adding the data link and network upper layers. The spegie used for simulating dynamical systems (such as in-vehicle
cations inside the SAE J1939-71 [47] document are relevagbntrol systems).
for the proposed IDS since they outline specics related to A common CANoe simulation setup is suggested in Figure
in-vehicle frames which can be also used for a better designA simulated bus in the CANoe environment is depicted on
of an IDS. This is not the case with regular passenger vehicigg right side. This bus is compatible with hardware devices
where there are no such speci cations. developed by Vector which are used for transmitting CAN
A specic choice in the J1939 specication is the usérames on the actual physical bus from the left side. In
of extended CAN IDs that have 29 bits in length (regulathis example the simulation has three CAN nodes. Different
identi ers have only 11 bits). Another one accounts for theoftware layers are employed in order to describe the behavior
employment of speci ¢ transport protocols that enables pagf a CAN node. On the upper side is the application layer
loads of up to 1785 bytes through multi-frame transmissiongat interacts with the bus signals or with the values pro-
The J1939-71 document describes the signals that are enclogedd by several sensors or actuators, which can be retrieved
by the standardized J1939 frames. Please note that sometieresnputs from the graphical interface. For the application
the terms parameter and signal are used interchangeablyaiyer, the CANoe environment uses code written in CAPL
the J1939-71 standard (as well as in many other automoti@ommunication Access Programming Language). CAPL is
speci cations) referring to the data packed inside the CANn event-controlled programming language having a slightly
frame that corresponds to a specic variable, e.g., vehiclgimilar syntax with the C language and complemented by
speed, brake switch, cruise control status, etc. Another asp@gtious specic functions that react to the real-time CAN
of J1939 networks is the integration of source and destinatioommunication events, e.g., reception of a CAN frame. In
addresses into CAN IDs, each address having the role qir setup, we use the CAPL code to mimic a real-world
identifying a node from the network. adversary that injects the malicious frames on the CAN bus.
A supplemental material for the J1939-71 document is tfighe interaction with the CAN parameters and frames or with
J1939 Digital Annex [48] which presents the signals packestnsor measurements is facilitated by the use of a CAN
inside J1939 messages in an easier form. An example of sigdatabase. Furthermore, the CANoe environment supports the
layout inside a J1939 frame is presented in Table | for IBxtension or even the complete replacement of the CAPL
Ox18FEF100 which is further used in our experiments. Trapplication layer with the Simulink models (a feature which
second column speci es the start position of the parametee actually used in this work).
inside the payload at byte level and for each byte it mentionsThe connection between the application layer and the
the bit position. The third column indicates the parametghysical layer is handled by the following three layers: the
length in bits and the last column describes the meaning ioferaction layer (IL), the network management layer (NM)
the parameter. The parameter marked with bold text, cori@d the transport protocol layer (TP). The IL assures the
sponding to the wheel-based vehicle speed, will be useddannection between the application layer and the low level



(i) Of ine mode

(i) Synchronize mode

Fig. 5. CANoe simulation setup

drivers. The proper operation of a CAN network is enabled
by the NM layer which performs several actions for bu
management. The TP manages the organization of the data
layer. There are some circumstances when data larger than 8
bytes (which is the maximum limit for standard CAN) need to
be transmitted over CAN and cannot be packed into a single
CAN frame, e.g., in case of diagnostic buffers, multi-frame
messages, etc. The TP is responsible for splitting the data into
several frames and re-packing the data on the receiver side.
The interaction between Simulink and CANoe at run-time
can be achieved in three different ways as depicted in Figure
6. The rst one, shown in Figure 6 (i), is the ofine mode
in which the simulation is executed inside the Simulink
environment which acts as the lead system while the CANoe
environment is managed as a secondary system. The of ine
mode uses the simulation time-base controlled by Simulink
and is mostly used for debugging purposes. In this modeFig. 7. Signal mapping between ECUs on the PCAN bus
real-time simulation cannot be run and the interaction with
hardware devices is not available. In synchronized mode,

which is shown in Figure 6 (i), similar to the ofine mode, ., 4 ration contains two CAN buses, one for the Powertrain

the Simulink environment is the host for the simulation. Thgnd the other for the Fleet Management System (FMS). The
difference from the previous mode is that the time-base f9rowertrain bus has six ECUs. One of them plays the role of
the simulation is now taken from the CANoe environmen gateway, being also connected to the second CAN bus. The
Consequ_ently, the 5|mqlat|9n h"?‘ppens in real-time a”‘?' fain function of the employed ECUs, their assigned addresses
opportunity for communication with Vector hardware deviceg, gjgnals are presented in Table II. The Tx column contains
Is also ava|_lable._LasF but not Isast, the hardv_vare—m—the—lo%e signals that are transmitted by the ECUs while the received
mode, depicted n Figure 6 (iii), operates c_ilfferently fron%ignals are presented in the Rx signals column. The ow of

the ,tWO aforgmennoned modes.' In th.|s sett!ng, the ,CAchﬁe signals between ECUs is shown in Figure 7. The FMS bus
environment is the host for the simulation while the SlmullnﬁalS just one ECU, i.e., the same gateway ECU (VGW) that is
models are integrated inside CANoe simulation through DLL§¢ present in the rst network. The role of this ECU is to

(Dynamic Link Libraries) built from the C Code generated byo ot the Parameter Groups according to the FMS standard
the Simulink Coder. In this work we use the synchroniz 9] and forward them from one CAN bus to the other

que which copes with real—time cpnstraints and allows us Owe extend this J1939 CAN bus simulation by linking it
quickly change and test the Simulink models. to Simulink models for the control systems, which allows us
to add adversarial behavior. To protect the CAN bus against
IV. CONTROL SYSTEMS AND ADVERSARY MODEL adversarial interventions, we need to make predictions for the
This section presents the control system level from thggnals that are sent through the network. We depict how these
J1939 simulation and the adversary model that we use. signals are computed, also showing the Simulink blocks, in
what follows.
A. J1939 simulation and Simulink models 1) Vehicle speed predictiontn Figure 8 we describe the

We address the J1939 simulation setup for a heavy-d@nunnk model whi.ch comput(_as the yehicle speed in km/h
vehicle that has already been depicted in Figure 1 andf@sed on shaft vehicle speedripm which comes from the

made available by the CANoe tdolThe J1939 network 1ECU controller as follows:
3600 2

~ 1000 | 60  Venatt

(iii) Hardware in the loop mode

E}%( 6. Interfacing CANoe with Simulink

Ihttps://www.vector.com/int/en/products/products-a-z/software/canoe



TABLE 1l C A . .. .
BRIEF DESCRIPTION OF NODES EMPLOYED INNOWERTRAIN NETWORK 5) Torque prediction:Similar with the prediction of engine

speed, in Figure 12, we predict the engine torque using one-
dimensional lookup tables based on the Itered values for the

Node | Addr. Function Tx signal Rx signal

Vehicle Speed, acceleration and gear. When necessary, we switch between
EMS | 0x00 Engi”i;‘s‘fenni‘gemem Eﬁg.?f?;&ed - three lookup tables. This is needed because the torque behavior
Torque is different when the accelerator pedal value is pressed more
TECU| 0x03 | Transmission ECU | Shaft Speed gel;l;tthfrI:que than 70% or whv_an the power take-off module is_engaged.
Vehicle Speed, When the clutch is engaged, we do not have a driver torque
IC | 0x17 | Instrument cluster _ Tfigagiigiigv request_, the torque Io;s_es are hlgher. and the value of the actual
Engine Speed, torque is set to the minimum value, i.e., -1650, according
VGW | OxE6 Vehicle gateway - Engine Speed to the CANoe model.

We note that for the last two signals, engine speed and

torque, we don't have a concrete physical model and the

wherev is the vehicle speed ikm=h, r is the diameter prediction_is done based on Ioc_>k-up tables const_ructed from

of the shaft axle in meters (in our case 0.151 meters) afjtf Pehavior of the parameters inferred from previous runs of

Venate is the shaft vehicle speed measuredpm . In general, the CANoe model. For this reason, in Fhe experimental section,

inside cars, the shaft vehicle speed is computed by the Téhlj: accuracy of the intrusion detection on these parameters

controller based on a PWM signal which measures the rotatiWHI ‘?e_ lower and shoqld Serve o.nly as an example. Better

of the main axle. predictions can be achieved with improved models that were
2) Trip distance prediction:in Figure 9 we depict the OUt Of reach for us at the moment.

calculation of the trip distance based on the vehicle speeéi, Adversary model

as follows: . . . . :
z Existing works focusing on attacks and intrusion detection
dist = v 01 dx: for CAN buses consider three types of attacks: replay, DoS
3600 and fuzzing attacks. These attacks can be easily circumvented

wheredist is the trip distancey is the vehicle speed andby checking that the IDs are part of the legitimate set (in case

the coef cient 21 is used to convert the vehicle speed fron®f fuzzing when IDs are random or DoS which is caused by

km=h into m=s. high priority IDs that are not part of the network) and that
3) Acceleration estimationin Figure 10 we compute the the rate at which the IDs arrive is the eXpeCted one (Wthh is
acceleration based on vehicle speed as follows: usually not the case for replays). Moreover, changes in the
data eld can be detected if, having the predicted value of

ace = dv, the signaly® (k) and a bias, a change detection mechanism

dt’ is introduced by checking the following recurrent sum [12]:

where acc is the acceleration measured n=s?, v is S (k)=max 0;S (k 1)+jy (k) y°(k)] b ;S(0)=0.
the vehicle speed antdrepresents time. In order to use thdy comparing this cumulative sum with an empirically de ned
computed acceleration to predict other vehicle signals, i.¢hyeshold , an intrusion can be detected. This approach for
the engine speed and torque, we used a low-pass lter on tigange detection, introduced in [50], abbreviated as CUSUM
acceleration to remove undesired spikes. is commonly used in intrusion detection systems. A very

4) Engine speed predictionBased on the Itered accel- recent work dedicated to intrusion detection on J1939 also
eration and gear, in Figure 11, we depict the prediction aBes it [24], but here we account for the control system level
the engine speed. To achieve this, we used lookup tablex stealthy attacks, which were not addressed before in the
(a commonly used object in automotive and control systementext of in-vehicle networks.
projects) with 3 to 100 breakpoints, calibrated from a short There are three avors of stealthy attacks that can evade the
run-time during which various gear-shifts took place. Thestetection mechanism based on cumulative sums (CUSUM) as
allow us to determine the engine speed based on the lIterpdinted out in [12]: surge attacks, bias attacks and geometric
acceleration and gear. The lookup tables were calibrated bas#idcks. Previous works on CAN bus intrusion detection have
on the signals recorded inside the CANoe simulation, i.e., fopt considered these alternatives in the adversary model.
each gear we chose 3 to 100 values of the ltered acceleratibherefore, we speci cally focus on these attacks in our work.
and set the value of the engine speed that corresponds t&iitce replay and DoS attacks can be detected by simply
(intermediary values can be determined by interpolation). Taspecting the arrival rate of frames (both these attacks require
improve the accuracy of the prediction, when necessary, walltiple frames that would be unusual as CAN IDs are sent at
switch between two lookup tables based on the clutch sliged periods), our adversary model incorporates the following
value. This is needed because when the clutch is engadyees of modi cation attacks:
the engine speed ramps faster, while when the clutch i4) fuzzing attacks are the modi cation attacks in which
disengaged, the engine speed is more stable. In case of idle random values are injected in the dataeld of CAN
speed, if the vehicle is not moving and the acceleration or frames,
brake pedals are not pressed by the driver, the predicted engi2} surge attacks are the modi cation attacks in which the
speed is set to the idle speed, i.e., 2B0. value of the signal is set to the maximum value (or



Fig. 9. Prediction of trip distance based on vehicle speed

Fig. 8. Prediction of vehicle speed based on shaft speed

Fig. 10. Acceleration estimation

Fig. 11. Prediction of engine speed based on acceleration and gear Fig. 12. Prediction of torque based on acceleration and gear and clutch slip

minimum value) such that it will inict the maximum tacks are commonly performed on the CAN bus by injecting
damage on the system and yet remain undetected, iaditional (adversarial) messages on the network, is correct
the attack value at step+ 1 will be y .max Only if the from a networking perspective, but it offers a slightly mislead-

corresponding sum at the next st8p(k + 1) while ing image regarding the way in which in-vehicle controllers
otherwise the attack signal will stay g (k)+ j + b operate. Concretely, in-vehicle controllers run tasks that are
S (k)j, scheduled at precise time intervals, for example 10-100ms, and
3) bias attacks- are the modi cation attacks in which aconsume one CAN message during each subsequent execution.
small constant = =n + bis added at each step to thdn general, messages are buffered on the controller and for
attacked signal, i.eg (k) y (k)+ =n+ b, ensuring every CAN ID, each new message will overwrite the past
that the attack remains undetected fosteps, one. Therefore, even if an adversary injects multiple messages

4) geometric attacks are the modi cation attacks in which between two legitimate messages, only one message is going
a small drift is added to the attacked signal in th&o be consumed by the controller, i.e., the most recent one.
beginning and the drift becomes increasingly larger i@onsequently, given that a number of adversarial messages
the next steps using a geometric expansion,¢.gk) compete with legitimate messages on the bus, attacks are prob-
y (K)+ " Xwhere is xedand = % abilistic. This explains why rather than injecting messages, we

", 0 .
These adversarial actions and the countermeasures thatse'[ea pmbab”'t.)/’ 9. 2.5 %, that a message IS or not corrupted,
. . : .which is consistent with the reality at the controller level
address are independent from the entry point that is exploite

by the adversary. As stated in the introduction, most O
the attacks ask for an adversary that connects to the bug\so, besides the obvious possibility that one task running
or compromises a device from remote. It is worth notingn the ECU is corrupted and simply replaces legitimate
that a recent work [51] proposes a clever kind of attack imessages from another task with corrupted ones, there are
which regular CAN frames are hidden inside CAN-FD frameswo more considerations at the networking layer that make
Indeed, this possibility has not been previously explorethis adversary model (which replaces legitimate frames with
However, regardless of how the attack is performed, sineerrupted ones rather than injecting new messages) more real-
the IDS that we design is supposed to run locally on eagtic. One is that ECUs may be subjecthias off attacks which
node, the attack should be detected when the frame contenkis keep the ECU dormant for a while, during which the
inspected. Thus, our proposal should provide resilience to thigversary may inject malicious messages. These attacks were
kind of attack too. rst demonstrated in [52]. The other is that messages may pass
Our adversary model considers that the intruder has a xéldrough a corrupted gateway that may alter them. Nonetheless,
success probability in modifying each frame. The rationalehicles are now moving from domain oriented architectures,
behind this model goes as follows. The way in which atn which ECUs that implement similar functionalities are

dressed in this paper.



grouped on the same bus, toward zone oriented architectuaeg, correctly labelled as attacks, true negatives (TN), i.e., the
where ECUs are grouped under a zonal controller accordingmber of legitimate messages that are correctly labelled as
to the location where they operate. In this newer paradighegitimate, false positives (FP), i.e., the number of legitimate

even messages that are responsible for the same functionatigssages that are incorrectly labelled as attacks, and false
may need to be routed by gateways and thus have signi cantiggatives (FN), i.e., the number of intrusion messages that

higher chances for being manipulated. are incorrectly labelled as legitimate.
We will also use as a metric the false positive rate, i.e.,
V. EXPERIMENTAL RESULTS the ratio between the number of frames that are wrongly

reported as attacks and the total number of legitimate frames,

In this section, we rst discuss some J1939 specic P& e EPR = FP=(EP + TN ). And also, the false nega-

rameters then we introduce the metrics employed in e rate (FNR) which is the ratio between the number of

i)herfgrrpart\_ce asselfsme(r;t of the IDS. tAI_terwlards, we prets?rﬁines that are incorrectly reported as legitimate and the total
e detection results and some computational requirements O\ ot intrusions, i.eENR = FN ~(FN + TP). It is

automotive-grade controllers. also easy to derive two more metrics that we are going to
use as they are commonly employed in related works too.
A. Speci c attacks on J1939 signals The accuracy combines all four parameters in order to get

For our work we target J1939 specic signals that cal{!® ratio between the number of correctly classied frames
be easily identi ed based on J1939 speci cations [47]. Corfintrusions or legitimate frames) and the total number of
cretely, our evaluation considers 4 parameters: vehicle spdgdnes:Accuracy = (TP + TN )=(TP + TN + FP + FN):
(km=h), trip distance Km), engine speedrggm) and torque _The precision is the ratio between the C(_)rrectly _cIaSS|_ed
(Nm). To provide a better understanding about the behaviofirusion frames and all the frames classied as intrusions:
of the attacks and the impact they produce, we depict théecision = TP =(TP + FP):
variations of the J1939 signals under several attack scenarios.

Figure 13 shows the variation of the vehicle speed. TI@ Results on detecting intrusions
legitimate signal is marked with blue while the modi cations G each CAN signal, we programmed the adversary to
in icted by the adversary are marked with green. Figure 13 (3¢t \ith a prede ned attack probabilitps: (this complies
shows the fuzzing attacks which appear as spikes around 11§, the usual attack model in which legitimate trafc is
legitimate signal. When a surge attack occurs, i.e., Figure jgocteq with adversarial actions). This attack probability is
(ii), the falsi ed signal reaches 9@n=h but this happens only gmpioyed for the fuzzing, bias and geometric attacks while
as the legitimate signal approaches the targeted value. Op grge attack takes place once the conditions described in
small deviations of the legitimate signals occur in case of thge agyersary model from the previous section are reached in
bias attacks from Figure 13 (iii) and the geometric attackgiqer 1o avoid detection. Attacks resulting in values that are
from Figure 13 (iv). The difference between these last W range, i.e., negative values, will not be carried since they
types of attack is that the distance from the genuine signal {9, e immediately detected by range checks. The change
the attack signal remains constant in case of the bias attagk$action mechanism runs in the Simulink environment and

while the distance grows slowly for the latter. As can be seBiicves data from the CANoe simulation with which it
in Figure 14 the trip distance signal has a different waveforgy ,, municates in synchronized mode.

compared to other parameters, i.e, the signal is incremented

for every 125n traveled. Under the surge attack, presented in TABLE Il
Figure 14 (”), the altered signal EXhibitS a tOp IeVEl Ofk].TQ ENGINE SPEED- RESULTS WITH MACHINE LEARNING ALGORITHMS
The behavior for the bias and geometric attacks, depicted in
Figures 14 (iii) and (iv), is comparable with the behavior for Algorithm | Attack FPR FNR [ Accuracy | Precision
the previous signal. The range in which the legitimate engine type (%) (%) (%) (%)
d si I . : t : 0 b k-NN fuzzing 16.20 74.87 69.50 33.33
speed signal varies is greater, i.e., —m, as can be seen .y surge 118 0.00 99.38 98.68
in Figure 15. In this case, the manipulated signal reaches k-NN bias 1.06 98.54 82.25 22.22
2950 h ttack i ted. i Fi 15 k-NN geom 0.15 98.26 83.00 50.00
-<oUpm when a surge attack IS mounted, 1.€., Figure lo—pnre fuzzing 28.26 37.95 69.38 41.44
(ii). The deviations from the legitimate signals are greater DTC surge 0.00 0.00 100.00 100.00
than those from the vehicle speed signal when the bias and 31% bias 045 100001 8250 0.00
_ vehicle speed signal wher | DTC | geometric 9.19 99.26 75.50 1.61
geometric attacks take place, i.e., Figures 15 (iii) and (iv). We RFC fuzzing 1273 55.38 76.88 53.05
: : : F RFC surge 0.00 0.00 100.00 100.00
omit the plots for the torque signal since the attacks are similar 3¢ bias 0.60 100.00 82,38 i
to the case of the attacks on the engine speed. RFC geometric 0.15 99.26 83.00 50.00
B. Metrics for evaluating detection ef ciency First, we note that the machine learning algorithms cannot

Intrusion detection is a binary classi cation issue betweetope with the modications attacks. To implement these
legitimate and intruder frames. Thus, a performance assesfgorithms in our system, we use the Statistics and Machine
ment has to rely on the four commonly used parameters: triuearning Toolbox provided by MATLAB as well as the
positives (TP), i.e., the number of intrusion messages tHRython scikit-learn library https://scikit-learn.org/stable/ and



(i) fuzzing attack (ii) surge attack (iii) bias attack (iv) geometric attack
Fig. 13. The behavior of wheel based vehicle speed signal for different types of attacks

(i) fuzzing attack (i) surge attack (iii) bias attack (iv) geometric attack
Fig. 14. The behavior of trip distance signal for different types of attacks

(i) fuzzing attack (ii) surge attack (iii) bias attack (iv) geometric attack
Fig. 15. The behavior of engine speed signal for different types of attacks

the sklearn-porter library https://github.com/nok/sklearn-portey the adversary to mislead the driver, will have almost no
to generate C code in order to measure the runtime of thfect. Thus, the adversary will be interested in causing higher
detection algorithms on the embedded devices. We build owariations that can have more relevance in misleading the
classi cation models based on portions of the full CAN tracesiriver (like changing the reported speed withkfr=h). This

We split the CAN traf c in two parts: 20% for training and explains the selection of the thresholds from Table IV.

80% for testing. The results from Table Il rely on classical \when using larger thresholds for the adversary than for the
machine learning algorithms: k-nearest neighbors (k-NNps the attack has a signi cant impact but the IDS will be able

decision trees classi er (DTC) and the random forest classi € detect it. The results for the rst two parameters (vehicle

(RFC). The attack was carried only on frames that contain t§geed and trip distance) are excellent, i.e., the accuracy and
targeted signal. As can be seen, the machine learning bagggtision are close to 100%. This is due to the fact that both
IDS has considerable failures in detecting fuzzing, bias apgese signals are accurately predicted. On the other hand, for
geometric attacks (the surge attacks are the only attackstgB other two signals, Engine Speed and Torque, the detection
which the detection works). The false negative rate is ovgkhibits a lower accuracy and precision, i.e., 94%-99% and

98% in case of the bias and geometric attacks, so these attaghs,-989%. There is an increase of the FPR and FNR, but this
remain largely undetected. For the fuzzing attacks the FNR4§|| seems acceptable at 0%-1% and 0%-20% respectively.
smaller, around 37%-74%, but still unsatisfactory. Cells thahjs is caused by a poorer estimation of the legitimate signals
contain a lower precision are marked with grey. with the lookup tables described previously. Better estimations

On the contrary, the change detection mechanism is hig/9§n be achieved based on the mechanical parameters of the
successful. Now we discuss the detection results that ARhicle which are out of scope for our work here.
shown in Table IV. The bias and the threshold values for the The previous experiments were based on a 100 seconds
IDS and the adversary were empirically determined. If w&mulation, having a 0.1 second simulation step, which leads
employ the same threshold values for the adversary and tbhea total of 1000 CAN frames. True indeed, other works
IDS, only small deviations from the legitimate signals occubased on in-vehicle collected CAN bus data use traces of one
and the impact is very small while the attack goes undetectedmore hours. This is not necessarily a better approach for
by the IDS. For example, in case of the vehicle speed, ttesting the validity of an IDS since it is the variability of
IDS threshold is at Bm=h, and, for the engine speed, thehe data, not the duration of the trace, which determines the
threshold is at 15@m - such variations, even if producedcomplexity of detecting attacks. The rather short trace of 1000
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CAN frames that we used accounts for signi cant variationfcturers: S12XF (NXP), SAM V71 (Microchip), TC277 and
of the recorded parameters, while a several hours long trac8297 (In neon). One of them is from the low-end sector, the
is not necessarily more convincing if the vehicle parametet§-bit S12XF clocked at maximum 50MHz that is equipped
do not exhibit signi cant variations. with 512KB of Flash and 32KB of RAM. The other controllers

To prove this, we also run the detection mechanism in a s@e high-end operating on 32 bits. The Microchip SAM V71
nario that lasts more than an hour. For this we created a mofglained Ultra board is powered by the ATSAMV71Q21 mi-
intricate traf ¢ trace that contains several speci ¢ actions, e.gcrocontroller, which follows the ARM Cortex M7 speci cation
gear shifts, sudden braking, speed variations, etc. The resaltsl is capable of a clock frequency of 300MHz.
are presented in Table V. With a few exceptions, the falseThe In neon devices are powered by the TC277 and TC297
positives and negatives dropped signi cantly compared to timicrocontrollers, both of them based on the Aurix TriCore
short trace. That is, the false positives dropped below 1%rchitecture but with different quantities of available resources,
while the false negatives, with the exception of fuzzing attacks.g., the TC277 board clocks at 200MHz and the TC297 at
are between 0%-5%. On a closer inspection, the cause 80MHz. The experimental setup employed in our evaluation
the drop in false positives became immediately visible for us depicted in Figure 16. All processors were con gured to
almost all of the false positives are caused by gear shifts dum at the maximum supported speed.
to the imperfect look-up tables that we used for deriving the
engine speed and torque. The long trace that we used had 30
gear shifts for more than one hour, while the short trace had
10 gear shifts during 100 seconds. This also suggests that to
avoid false alarms, abrupt changes in engine speed or torque
that happen during a gear shift may be neglected.

It is dif cult to delve further into this matter since unex-
pected gear shifts may occur due to various innocuous reasons.
For example, a driver may downshift gears instead of pressing
the brake pedal to slow down the car or to increase torque
when approaching a slope (in case of a manual gearbox,
otherwise, the same actions will be done by a dedicated ECU).
None of these actions is an attack, yet they may lead to abrg%t. 16.
changes in engine speed and torque.

By consulting the related works, the reported FPR is 1.60%
in [28], 4.68% in [36] or even 6.45% in [33]. The work Regarding the detection algorithms, both DTC and RFC
in [23] reports a FPR of 0% with the use of cryptographi#ere con gured to operate with the default parameters and the
security. Regarding the FNR, this is 2.80% in [28], 2.40% iRumber of estimators for RFC was set to 15. k-NN was not
[36] and 3.90% in [33]. Again, the work in [23] reports aPorted on the controllers since it requires to much memory for
0.01% FNR but by using cryptographic security. Thereforgtoring the neighbors information regarding legitimate or intru-
if better FPR and FNR are needed, the only solution woufdon frames. Table VI summarizes our results. We only show
be to rely on cryptography and add security elements to eae@fformance for the engine speed as the results are similar for
CAN frame. According to the AUTOSAR SecOC [53], 32he rest. Columns two and three specify the classi er that was
bits of security elements are recommended for each CAnployed and the attack type. Finally, the last four columns
frame, consisting of an authentication tag and a timestaniyesent the execution time of the classi er. Not surprisingly,
In this case, the authentication tag is 24-28 bits (accordingthﬁ RFC executes substantially slower than the DTC as it relies
Security pro les 1_3) and the chances of forg@'y24_2 28 on multiple estimators. On the low-end platform, for both
[53]. We note however that the freshness parameter is just gngchine learning classi ers, the runtime varies from 60674
bits (depending on the security pro le) and thus the chand@ 715s while the simpler change detection mechanism takes
of successful replay attacks is still at le&@s® which is quite only 39s . On the high-end platforms, the runtime of the
high, the freshness parameter repeats after only 256 framg®achine learning classiers is between 0s4and 18.8%

The impact of the aforementioned attacks on safety W¥hile for the change detection mechanism is between €.13
immediate since all these signals, e.g., vehicle speed, tor@igl 1.32 . This allows us to conclude that, besides the much
and engine speed, are used by various ADAS (Advanckgtter detection rate, which was proved in the previous section,
Driver Assistance Systems) systems and they can also prodtit® change detection classier is 2-65 times faster. Also,
unintended acceleration/deceleration of the vehicle which m#ie change detection mechanism has extremely low memory
lead to collisions. Note that a mer&i=h deviation from the requirements since it needs only a few lines of code while the
actual vehicle speed translates intm=s which may have machine learning algorithms have a footprint of 10-30Kb.
serious consequences when estimating the time to a collision.

Experimental setup employed in our evaluation

VI. CONCLUSION

D. Runtime performance Our work shows that despite increasing efforts in address-
We evaluate the performance of the detection algorithrmgy CAN bus intrusions by the mean of machine learning
on four automotive-graded platforms from well-known manualgorithms, such algorithms cannot cope with modi cations
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TABLE IV
WHEEL BASED VEHICLE SPEED, TRIP DISTANCE, ENGINE SPEED AND TORQUE- DETECTION RESULTS FORLOOO CANFRAMES
(SHORT100S SIMULATION)

Adversary / IDS parameters Detection results
J1939 Att. Att. Bias Threshold TN TP FP FN FPR FNR Accuracy Precision
signal type prob. Adv. / IDS Adv. / IDS (frames) | (frames) | (frames) | (frames) (%) (%) (%) (%)
fuzzing 25% -/05 -12 759 233 0 8 0.00 3.32 99.20 100.00
Vehicle Speed  surge - 5/0.5 10/2 734 266 0 0 0.00 0.00 100.00 100.00
(km =h) bias 25% 5/05 10/2 842 158 0 0 0.00 0.00 100.00 100.00
geometric | 25% 5/0.5 10/2 838 162 0 0 0.00 0.00 100.00 100.00
fuzzing 25% -/0.05 -/0.075 759 229 0 12 0.00 4.98 98.80 100.00
Trip Distance surge - 0.2/0.05 0.25/0.075 614 386 0 0 0.00 0.00 100.00 100.00
(km) bias 25% 0.2/0.05 0.25/0.075 842 158 0 0 0.00 0.00 100.00 100.00
geometric | 25% 0.2/0.05| 0.25/0.075 847 153 0 0 0.00 0.00 100.00 100.00
fuzzing 25% - /100 - /150 753 196 6 45 0.79 18.67 94.90 97.03
Engine Speed  surge - 400 / 100 600 / 150 636 357 7 0 1.09 0.00 99.30 98.08
(rpm ) bias 25% 400 / 100 600 / 150 820 172 6 2 0.73 1.15 99.20 96.63
geometric | 25% 400 / 100 600 / 150 820 174 6 0 0.73 0.00 99.40 96.67
fuzzing 25% -/ 200 -/ 250 752 192 7 49 0.92 20.33 94.40 96.48
Torque surge - 500 / 200 1000 / 250 698 277 12 13 1.69 4.48 97.50 95.85
(Nm) bias 25% 500 / 200 1000 / 250 752 230 7 11 0.92 4.56 98.20 97.05
geometric | 25% 500 / 200 1000 / 250 752 239 7 2 0.92 0.83 99.10 97.15

TABLE V

WHEEL BASED VEHICLE SPEED, TRIP DISTANCE, ENGINE SPEED AND TORQUE- DETECTION RESULTS FOR36000 CANFRAMES
(LONG 1H SIMULATION)

Adversary / IDS parameters Detection results
J1939 Att. Att. Bias Threshold TN TP FP FN FPR FNR Accuracy Precision
signal type prob. Adv. / IDS Adv. / IDS (frames) | (frames) | (frames) | (frames) (%) (%) (%) (%)
fuzzing 25% -/05 -72 26988 8676 0 336 0.00 3.73 99.07 100.00
Vehicle Speed  surge - 5/05 10/2 2036 33964 0 0 0.00 0.00 100.00 100.00
(km =h) bias 25% 5/0.5 10/2 27202 8798 0 0 0.00 0.00 100.00 100.00
geometric | 25% 5/05 10/ 2 27192 8808 0 0 0.00 0.00 100.00 100.00
fuzzing 25% -/0.05 -10.075 26988 8974 0 38 0.00 0.42 99.89 100.00
Trip Distance surge - 0.2/0.05 0.25/0.075 35221 779 0 0 0.00 0.00 100.00 100.00
(km) bias 25% 0.2/0.05| 0.25/0.075 27071 8929 0 0 0.00 0.00 100.00 100.00
geometric | 25% 0.2/0.05| 0.25/0.075 27076 8422 0 502 0.00 5.63 98.61 100.00
fuzzing 25% - 7100 - 7150 26851 7481 137 1531 0.51 16.99 95.37 98.20
Engine Speed  surge - 400 / 100 600 / 150 25145 10758 97 0 0.38 0.00 99.73 99.11
(rpm ) bias 25% 400 / 100 600 / 150 27021 8803 137 39 0.50 0.44 99.51 98.47
geometric | 25% 400 / 100 600 / 150 27021 8798 137 44 0.50 0.50 99.50 98.47
fuzzing 25% -/ 200 -/ 250 26805 7023 183 1989 0.68 22.07 93.97 97.46
Torque surge - 500 / 200 1000 / 250 34352 1450 179 19 0.52 1.29 99.45 89.01
(Nm) bias 25% 500 / 200 1000 / 250 26805 8828 183 184 0.68 2.04 98.98 97.97
geometric | 25% 500 / 200 1000 / 250 26805 8964 183 48 0.68 0.53 99.36 98.00

TABLE VI

PERFORMANCE OFIDS ALGORITHMS ON AUTOMOTIVE PLATFORMS

be induced by adversaries making the attack stealthy. By using
speci c change detection mechanisms, the computational costs
are lower and attack detection has much higher accuracy
and precision. The implementation of such mechanisms does
require redundancy, but we have shown that this is possible in

J1939 sig. Algorithm Attack Execution time on target (s )
S12XF S\%’\i TC277| TC297
fuzzing 199.12 | 18.89 2.34 1.86
DTC surge 60.74 5.49 0.91 0.74
bias 130.23 | 12.48 1.64 1.28
geometric| 153.83 | 15.07 1.94 1.51
Engine Speed fuzzing 575.20 | 16.92 | 13.12 8.55
REC surge 355.65 7.69 7.41 5.35
bias 620.38 | 15.44 8.91 6.41
geometric| 715.00 | 16.98 9.15 6.56
onange |l 3910| 132| 034 013

the J1939 model that served our experiments. Consequently, as
there are little or no papers to address such ne grain details,

we hope that our work paves way in this direction.
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