Linux security labs from SEED @ Syracuse University:

Environment Variables and Set-UID

Buffer-Overflow Vulnerability

Return-to-libc Attack

Format-String Vulnerability



http://www.cis.syr.edu/~wedu/seed/Labs_16.04/Software/Environment_Variable_and_SetUID/
http://www.cis.syr.edu/~wedu/seed/Labs_16.04/Software/Buffer_Overflow/
http://www.cis.syr.edu/~wedu/seed/Labs_16.04/Software/Return_to_Libc/
http://www.cis.syr.edu/~wedu/seed/Labs_16.04/Software/Format_String_Server/

