
Lecture 6. CAN Higher Layer 

Protocols
SAE J1939, Time-Triggered CAN and CAN Calibration Protocol 



Why the need for CAN higher layer protocols?

• CAN follows the Open systems Interconnect (OSI) reference model and includes 
specification for two layers: physical and data link

• Standard CAN doesn’t specify behaviour for other OSI layers

• Some applications also include functionality for these other OSI layers
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• DeviceNet – IEC 62026-3

• SAE J1939

• CANopen – EN 50325-4

• CAN Calibration Protocol (CCP) – AE MCD 1

• Time-Triggered CAN (TTCAN) – ISO 11898-4

• NMEA 2000 – IEC 61162-3

• ISO-TP – ISO 15765-2

• OBD II – ISO 15765-4 / SAE J1979

CAN-based higher layer protocols



• The SAE J1939 protocol is defined by the Society of Automotive 

Engineers (SAE)

• Higher layer protocol for commercial vehicles used for standardized 

communication between ECUs from different manufacturers

• Covers five of the OSI layers: physical, data link, network 

transportation and application

SAE J1939



• Implemented at the application layer

• Uses extended CAN frames (29-bit identifiers)

• Standardized bit rates: 250 and 500 kbit/s

• Supports point-to-point and global addressing

• Support for sending multi-packet messages

• Standardized messages covering general communication for main 

ECUs

• Manufacturer-specific definition of messages possible

• Diagnostic functionality

SAE J1939 – Main features



J1939 Device NAME

• All network nodes involved in J1939-compliant communication requires an unique 
identifier

• This identifier is defined as a 64 bit value called the NAME
• The NAME contains various useful information about the node like: manufacturer, 

functionality, etc.
• The NAME is used in the allocation of dynamic addresses



• Each J1939 node should have a valid 8 bit address allocated

• Addresses can be allocated statically (hard coded on each node) or 

dynamically (will be allocated before communication can start)

• In particular, for nodes that implement multiple functionalities 

(controller applications) an address is required for each of these 

controller applications

J1939 Device address

Address Details

0-253 Standard communication addresses. The first 127 
addresses are reserved for particular device functions

254 NULL address – defined for ECUs with no valid 
addresses

255 Global address – used for global addressing



• The 29-bit identifier has 3 main parameters:

• Priority – 3 bits for establishing priority (0 highest 7 smallest)

• Parameter Group Number (PGN) – defines the communication 

context

• Source Address – address of the sender node

J1939 CAN identifier



• Extended Data Page (EDP) and Data Page (DP) bits define 4 pages 

dedicated to specific uses (see table below)

• PDU Format

• if < 240 -> PDU Specific should contain destination address

• If ≥ 240 the message is a global message and PDU Specific 

should be interpreted as the group expansion

Parameter Group Number

EDP DP Description

0 0 SAE J1939 parameter groups

0 1 Defined by NMEA 2000

1 0 Reserved for SAE J1939

1 1 Defined by ISO 15765-3



• For dynamic address allocation a node sends an Address Claim 

message to all nodes on the network.

• The address claim is considered successful if there is no answer from 

another node requesting the same address

J1939 Address Claiming



• When another node claims the same address, the node that already 

claimed the address will answer with an Address Claim message

• The node with the highest priority NAME field wins the address claim

• The loosing node sends a Cannot Claim message and should try 

claiming another address

J1939 Address Claim conflict



• J1939 specifies a transport protocol for sending multi-frame 

messages (remember the 8 byte payload limit in CAN)

• Transport protocol available for point-to-point and global messages

J1939 Transport Protocol



• It was developed due to the demand for time-triggered communication 

in real-time applications

• Proposed by the CAN in Automation (CiA) group and Bosch and 

currently specified in the ISO 11898-4 standard

• TTCAN is implemented mainly in the Session layer of the OSI stack

Time-Triggered CAN



• The TTCAN implementation of the session layer provides services 

needs to support a session-based communication between two 

entities

• Functions are provided for basic actions such as: initialization, 

synchronization, dialogue termination and recovery services

TTCAN session



• The main operating principle of TTCAN is defined based on time 

windows and operation cycles

• One network node is responsible for organizing time division and time 

window allocation

• A TTCAN basic cycle contains three types of time windows:

• Exclusive window – should be used for periodic messages

• Arbitrating window – should be used for occasional messages

• Free window – free scape for any kind of traffic

TTCAN operating principle

Dominique Paret, Multiplexed Networks for Embedded Systems, Wiley 2007.



• The TTCAN schedule is represented as a matrix in which each row 

represents a basic cycle.

• Cell represents messages that should be sent in the specified slot

• Each basic cycle starts with the transmission of a Reference Message 

– sent by the Time Master node 

TTCAN Schedule matrix

Lars-Berno Fredriksson, TTCAN explained, KVASER AB



• The CCP protocol is defined by the Association for Standardization of 

Automation and Measuring Systems (ASAM)

• It’s intended for enabling the calibration of ECUs providing read and 

write access to network nodes at runtime

• XCP (Universal Measurement and Calibration Protocol) was 

developed to extend CCPs usage on other bus systems: CAN, CAN-

FD, SPI, SCI, Ethernet, USB, FlexRay

CAN Calibration Protocol (CCP/XCP)



• CCP functions as a single master/multi slave system

• The node performing the measurement and calibration operations 

assumes the role of the master

• Target ECUs represent the slaves

• Each node must have an unique station address

• A connection has to be established between the master and the slave

CCP concept



• CCP only uses 2 type of messages:

• Command Receive Object (CRO) – master to slave

• Data Transmission Object (DTO) slave to master

CCP messages

Byte 0 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7

CMD CTR Data Data Data Data Data Data

Byte 0 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7

PID ERR CTR Data Data Data Data Data

CMD – Command code
CTR – Command counter
PID – Packet Identifier
ERR – Error code
Data – Additional parameter or don’t care 



CCP commands



Diagnostics over CAN (DoCAN)

• ISO 15765 describes diagnostic communication over Controller 
Area Network (DoCAN)

• ISO 15765-2 describes general purpose Network and Transport 
protocol (ISO-TP) layers for CAN

• ISO 15765-3 (currently withdrawn and revised by ISO 14229-3) 
specifies the implementation of a common set of unified diagnostic 
services (UDS)

• ISO 15765-4 specified on-board diagnostics requirements for 
emissions-related systems – OBD II



ISO-TP (ISO 15765-2 )

• Commonly used for diagnostics transmissions

• Can serve as general-purpose protocol for transmitting data 
packets over CAN

• Includes support for transmission of messages longer than the 
maximum 8 byte CAN payload – longer messages are segmented 
and sent over multiple frames

• Provides addressing capability based on the ID field (the first data 
byte is additionally used in extended addressing)

• Defines four frame types: single frame, first frame, consecutive 
frame and flow control frame.



ISO-TP – Addressing
• Normal addressing

• Extended addressing

Frame type CAN ID
CAN payload

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Single Frame Addr. PCI Data

First Frame Addr. PCI Data

Consecutive Frame Addr. PCI Data

Flow Control Addr. PCI Data

Frame type CAN ID
CAN payload

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Single Frame Addr. PCI Data

First Frame Addr. PCI Data

Consecutive Frame Addr. PCI Data

Flow Control Addr. PCI Data

Addr. – addressing information PCI = Protocol Control Information



ISO-TP – Single frame

• Data length – 1-7 bytes

• Used for short, one frame, messages

Byte 1
Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Bits 7-4 Bits 3-0

0 Data length Data



ISO-TP – First frame

• Data length : 0-6 – invalid length, 7-FFF – valid lengths

• The first frame signaling the start of a multi frame message 
transmission

Byte 1
Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Bits 7-4 Bits 3-0

1 Data length Data



ISO-TP – Consecutive frame

• Sequence number – 0-F, indicates the current frame in a multi-
frame message transmission

• All frames following the first frame in a multi-frame message are 
sent as consecutive frames

Byte 1
Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

Bits 7-4 Bits 3-0

2 Sequence number Data



ISO-TP – Flow control

• Flow status – indicates if the sender can proceed with message 
transmission: 0 – continue to send, 1 – wait, 2 – overflow, 3-F –
reserved

• Block size: 1-FF – indicates the maximum number of consecutive 
frames that can be received without an intermediate flow control, 0 
– no more flow control messages until the end of the segmented 
message

• Separation time – specifies the minimum time gap between 
consecutive frames: 0-7F – 0-127ms, 80-F0 – reserved, F1-F9 –
100-900µs, FA-FF – reserved.

Byte 1
Byte 2 Byte 3

Bits 7-4 Bits 3-0

3 Flow status Block size Separation Time



OBD-II protocols

• OBD2 compliant vehicles must support one of the following 
communication protocols for emission control purposes: 

• SAE J1850 PWM - Pulse Width Modulation, 41.6 Kbps, two wire differential

• SAE J1850 VPW - Variable Pulse Width, 10.4/41.6 Kbps, single wire

• ISO 9141-2 K-Line - similar to RS-232, 10.4 Kbps, single wire or two wire

• ISO 14230-4 (KWP2000) - Keyword Protocol 2000, physical layer identical to 
ISO 9141, can be implemented over CAN

• ISO 15765-4 / SAE J2480 – DoCAN, standard or extended CAN frames, 
250/500 Kbps

• The OBD-2 connector



SAE J1979 - E/E Diagnostic Test Modes

• Describes communication between the vehicle’s OBD systems 
and test equipment for emissions-related OBD

• Defines a set of standard OBD-II PIDs (Parameter IDs) used to 
request diagnostics data from the vehicle 

• Includes support for non-standard manufacturer-defined PIDs

• Request-response communication model

• Frame format based on the ISO-TP single frame



SAE J1979 requests

PID type
Byte 1

Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
Bits 7-4 Bits 3-0

Standard 0 2 Mode (0x00-0x0A) PID Not used

OEM specific 0 3 Mode (>0x0A) PID Not used

Mode Description

01 Show current data 

02 Show freeze frame data 

03 Show stored Diagnostic Trouble Codes 

04 Clear Diagnostic Trouble Codes and stored values 

05 Test results, oxygen sensor monitoring (non CAN only) 

06 Test results, other component/system monitoring (Test results, oxygen sensor monitoring for CAN only) 

07 Show pending Diagnostic Trouble Codes (detected during current or last driving cycle) 

08 Control operation of on-board component/system 

09 Request vehicle information 

0A Permanent Diagnostic Trouble Codes (DTCs) (Cleared DTCs) 



SAE J1979 responses

PID type
Byte 1

Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
Bits 7-4 Bits 3-0

Standard 0 0x3-0x6 Mode response PID A B C D Not used

OEM specific 0 0x4-0x7 Mode response PID A B C D

OEM specific 0 0x3 0x7F PID 0x31 Not used

• Mode response: 0x40+requested mode

• A, B, C, D: response, requested parameter value



Diagnostic Trouble Codes (DTCs)

• Also known as fault codes

• Used to represent ECU malfunctions

• Formatted as a 5 character code encoded on 2 bytes

A B

A7-A6 A5-A4 A3-A0 B7-4 B3-0

Vehicle domain Specificity System Specific fault code

A7-A6 Description

00 P - Powertrain 

01 C - Chassis 

10 B - Body 

11 U - Network 

A5-A4 Description

00 0 – Generic SAE

01 1 – OEM specific

10 2

11 3

0x00-0x0F


