
Using one-way chains to provide message authentication without shared 
secrets  

 
 

Bogdan Groza 
Politehnica University of Timisoara, Faculty of Automatics and Computers 

Bd. Vasile Parvan nr. 2, 300223 Timisoara, Romania, 
Email: bogdan.groza@aut.upt.ro 

 
Abstract 

 
The objective of this paper is to propose a 

cryptographic protocol which provides authenticity in 
the exchange of information between two entities 
without using any shared secret and by using only one-
way chains. Such a protocol may have many 
applications and may be of interest especially in 
constrained environments where computational power 
is limited since one-way chains may be constructed 
using some of the simplest cryptographic one-way 
functions. We propose and investigate two approaches 
based on one-way chains, which we call: delayed 
message authentication and direct message 
authentication. Both of them have some shortcomings 
and a final hybrid approach, which combines their 
advantages without inheriting their weaknesses, 
appears to be quite useful and effective.  
 
1. Introduction 
 

Cryptographic techniques have an important role in 
assuring security objectives that may vary from 
application to application. Among all security 
objectives, authentication seems to play the most 
important role, since other objectives, such as keeping 
information confidential, might not matter much when 
some one has no certainty on the source of the 
information. 

The history of one-way chains, in the context of 
authentication, probably begins with the work of 
Lamport [7], which proposed the use of a one-way 
chain in order to authenticate a user to a remote 
system. Lamport’s idea was to generate the one-way 
chain ( ) ( ) ( ) ( )0 1 2, , ,..., if x f x f x f x , where f  is a 

one-way function, x  is a secret value, ( )if x  denotes 
the composition of f  with itself for i  times 

( ) ( )( )1i if x f f x−= , of course ( )0f x x= ; and then 

to use every value from the one-way chain as a 
password. We will define the length of this chain as 
the number of function compositions necessary to 
obtain the highest order element, therefore the length 
of the previous chain is i , also note that in fact the 
chain contains 1i +  elements.  

In order to construct such a one-way chain a one-
way function is required. This is not a very restrictive 
condition since most cryptographic primitives behave 
as one-way functions. The first solution to this purpose 
is to use hash functions because they require low 
storage space and low computational power. But if the 
chain is too short it can be exhausted too quickly, 
while if it is too long it requires more computational 
power to be computed. In respond to this, some 
optimized solutions were proposed for efficient 
computation and traversal of hash chains [3], [6], [14]. 
However hash functions still have the disadvantage 
that the resulting chain has a fixed length. In order to 
remove this disadvantage the use of functions from 
public-key encryption can be an alternative. By using 
such functions the length of the one-way does not 
influence the computational cost and therefore extreme 
lengths may be chosen as well - but these functions 
require much more computational power. Using simple 
functions over groups of integers, such as the squaring 
function can offer some advantages [4], still this 
remains unsuitable for environments such as the sensor 
networks from [9]. For the rest of the paper we will not 
be concerned with how the one-way chain is 
generated, the proposed protocols work for one-way 
chains constructed on any of these methods. 

One-way chains prove to have a number of 
advantages from which the most important: they 
require low computational power and their use does 
not depend on shared secrets. For this reason they were 
used in some applications, for example in the S-Key 
system by Haller [5] or in the electronic payment 
scheme proposed by Rivest and Shamir [13]. Some 
recent results show an increased interest for using one-



way chains to assure authenticity in constrained 
environments, such as sensor networks, where 
computational power and communication abilities are 
drastically limited [9]. Other schemes that address the 
problem of message authentication in group or 
broadcast communication by using hash-chains are in 
[2], [11]. 

The objective of this paper is to propose a 
cryptographic protocol based on one-way chains that 
can be used in the exchange of authentic information 
between two entities (other proposals that address this 
problem are based on hash chains, we prefer the notion 
of one-way chain since, as stated, any one-way 
function can be used for this purpose). The proposed 
protocol will respond to the following necessities:  

1) It is based only on one-way functions which do 
not require significant computational resources and 
therefore can be applicable in a large variety of 
environments. 

2) It provides data authenticity which implies that 
information was not altered and originates from a 
particular entity. 

3) It does not depend on shared secrets; every entity 
stores only its own secrets. This means that the 
proposed protocol is not based on a secret key model, 
however compromising any secret from any side leads 
to security loss on both sides so the proposed protocol 
is not a public-key model either. 

4) It does not require a time synchronization 
between entities involved in a communication, e.g. 
there is no need for any entity to keep a secure clock 
on its side which is loosely synchronized with others 
entities clocks. 

5) It provides a secure timeline which implies that 
messages arrive in the order they were sent and their 
order cannot be switched by an intruder. 

Section 2 proposes a first solution for this purpose, 
which we call Delayed Message Authentication. This 
solution is shown to have a shortcoming and therefore 
in section 3 a different approach is proposed, which we 
call Direct Message Authentication. This solution also 
experiences some shortcomings and therefore in 
section 4 we propose a hybrid solution which 
combines the advantages of the previously proposed 
protocols without inheriting their weaknesses. Section 
5 holds the conclusions of this paper. 
 
2. The Delayed Message Authentication 
Protocol 
 
2.1. The description of the protocol 

 

In order to establish an authentic communication 
channel between two entities denoted A  and B , we 
will use a one-way chain on each side. The protocol 
consists in a variable number of sessions and each 
session consists in exactly two rounds. Each session 
provides the necessary information to prove the 
authenticity of the message from the previous session 
and in particular each round is the confirmation of the 
previous round.  

Suppose that A  randomly chooses Ax  and B  
randomly chooses Bx , both these values will be kept 
secret. We will define the session keys, which are 
elements of the one-way chains, for A  and B  by the 
following relations: 

( ) ( ) , 0 k
A Ak f x kησ η−= ≤ ≤   (1) 

( ) ( ) , 0  k
B Bk f x kηρ η−= ≤ ≤  (2) 

Here k  is the session number and η  is an integer 
fixed by common agreement such that it would be 
feasible for any of the entities to manipulate a chain 
with the respective length. In session 0  the entities 
inform each other, in a secure manner to guarantee the 
authenticity of this information, of the values of 

( )0Aσ  and respectively ( )0Bρ  which represent the 
tips of the one-way chains and will be later used to 
verify the authenticity of the new session keys, this 
information is not secret but its integrity must be 
preserved. 

Entity A  starts the thk  communication session by 
sending a package with this structure: 

( )( ) ( ), ,, , 1 ,A k A k A AM MAC M k kσ σ+ . The significance 

of the notations is the following: ,A kM  denotes the 
message from session k , MAC  is a message 
authentication code computed on ,A kM  with the key  

( )1A kσ +  (which will be disclosed in session 1k + ) 

and ( )A kσ  is the current session key. Upon receiving 
the package from session k , entity B  must verify that 
the session key ( )A kσ  is correct by checking that 

( )( ) ( )1A Af k kσ σ= − , where ( )1A kσ −  is the key 

disclosed in session 1k − . If the session key proves to 
be correct then this package is memorized and the 
authenticity of the message , 1A kM −  from session 1k −  

can now be verified with the disclosed key ( )A kσ  by 
checking the message authentication code 

( )( ), 1,A k AMAC M kσ− . Entity B  will confirm the 
arrival of a correct session key by sending its own 



session key ( )B kρ . The next communication session 
1k +  will be started by A  only if the received value of 
( )B kρ  is correct and this can be easily verified by 

checking that ( )( ) ( )1B Bf k kρ ρ= − . It might be also 
convenient for entity B  to include an authentic 
message in its package from the second round; 
therefore the two communication rounds for session k  
can be as follows: 

Session ,1k k η≤ ≤  
Round 1  A → B : 

( )( ) ( ), ,, , 1 ,A k A k A AM MAC M k kσ σ+  

Round 2  B → A : 
( )( ) ( ), ,, , 1 ,B k B k B BM MAC M k kρ ρ+  

It is very important to note that each round will play 
the role of a confirmation for the previous round, for 
example round 1  of session k  is the confirmation of 
round 2  from session 1k −  while round 2  from 
session k  is the confirmation of round 1  from session 
k , and such confirmation will be sent only if the 
session key from the confirmed round was correct. 

The protocol can be stopped at any session by A , 
obviously the authenticity of the message from that 
session will be proved only when the protocol starts 
again and the next session key is disclosed. When A  
decides to restart the conversation it will send a new 
package with a new session key only if the package 
from the previous round was confirmed, otherwise it 
has to resend the package from the previous round. 
The same policy should be applied in the case of 
accidental stops of the protocol which may be caused 
by some communication failures or by an intruder. To 
be more accurate we will suppose that the conversation 
was stopped at session k  described previously. If A  
has received the correct ( )B kρ  the protocol can be 
restarted later by computing and sending the package 
for session 1k +  otherwise the protocol will be 
restarted by resending the package from session k  
until a correct ( )B kρ  is received. These rules must be 
strictly followed, since if  A  computes and sends the 
package for session 1k +  without having the 
confirmation key ( )B kρ  from session k , in the case 
that the package from session k  was not received by 
B  this package can now be forged by an attacker who 
will now be in possession of the session key 

( )1A kσ + . The same rule must be strictly followed by 

B ,  the confirmation ( )B kρ  is sent in the second 

round only if ( )A kσ  proves to be correct. 

It may also appear convenient to let any entity start 
the protocol after it was stopped in some session; 
however, this is a challenging task and it is not easy to 
solve. Suppose that any entity can restart the protocol 
by sending the package for the next session if the 
package from the previous session was confirmed or 
otherwise by resending the last unconfirmed package - 
this will allow an attacker to replay every unconfirmed 
package until a confirmation is received from the other 
entity, and so on, making the protocol never stop. 
Therefore in the DeMA protocol only one of the 
entities, in our case A , will have the ability to start 
and stop the protocol in some session. 

The informal argument on the security of the 
DeMA protocol is that a new element of the one-way 
chain is disclosed only when the other party has 
already received and store a particular message, thus 
being to late for the intruder to affect the authenticity 
of the message. A pre-play attack such as suggested in 
Note 10.7 from [8] does not influence the security of 
the scheme since A  will reveal a new password only 
when he has correctly received the confirmation from 
B . The best thing an attacker can do is to alter the 
messages sent between the entities – but these 
messages will prove in the next not to be authentic. 

 
2.2. The shortcoming of this approach 
 

The limitation of the protocol occurs when the one-
way chains are exhausted and the entities run out of 
session keys after the completion of η  communication 
sessions. In order to prevent exhaustion, the chains 
must be re-initialized. This can be achieved by 
computing a new chain and sending an authentic 
message that contains the tip of the new chain. 
However the security problem which occurs is the 
following: when the entities will try to reinitialize their 
chains, even if an attacker would not be able to break 
the authenticity of the messages, he can simply replace 
the value of the tip of the chain with an arbitrary value 
and in the next session the authenticity of this value 
will fail while the entities will probably already run out 
of session keys (i.e. elements of the one-way chain) 
and will not be able to continue the communication. If 
chains constructed from public-key primitives are used 
the chain will never be exhausted and this limitation 
will not occur. However this approach might not be 
suitable when we cannot afford enough computational 
power because asymmetric primitives are more 
computational intensive than symmetric primitives. 
Therefore, a different approach will be proposed in the 
next section. 

 



3. The Direct Message Authentication 
Protocol (DiMA) 
 
3.1. Overview of the protocol 

 
A simple explanation for the shortcoming in the 

previously described protocol is the following: any 
entity which receives a message in some round will 
confirm the arrival of such a message in the next round 
even if it was unable to verify its authenticity. In order 
to overcome this, we have to provide a mechanism for 
any entity to check the authenticity of the message 
before confirming that it received such message. A 
solution for this purpose is to use a one-time digital 
signature mechanism in order to prove the authenticity 
of the message in the session when it is received. 
There is an extensive work on one-time signatures and 
their use, a proposal that is closed to optimal and uses 
directed acyclic graphs to construct one-time 
signatures is in [1], protocols which use one-time 
signatures can be found in [10], [12], [15].  

We will avoid using secret shared keys by using 
two different one-way chains on each side. The 
protocol will again consist in a variable number of 
sessions and each session will again have two rounds. 
In each round two elements from each one-way chain 
will be sent and the authentic message will be 
recovered from these two elements. A positive integer 
λ  is fixed by common agreement such that it would 
be easy for any entity to compute the value of  ( )xf λ  
with λ  successive compositions of the one-way 
function. If we consider the messages from each round 
represented as integers then they will be smaller than 
λ , if ,A km  denotes the message then  ,0 A km λ≤ < , of 
course the bit length of such a message will be 

( )⎣ ⎦ 11log2 +−λ  bits.    
Suppose that A  randomly chooses AA yx ,  and B  

randomly chooses BB yx , , all these values will be kept 
secret. We will define the session key pair as 

( ),,A A kk mθ , ( ),,A A kk mω  and ( ),,B B kk mθ ,  

( ),,B B kk mω  by the following relations:  

( ) ( ) ( ), 1 1
,, A km k

A A k Ak m f xη λθ − − − ⋅ −=  (3) 

( ) ( ),
,, A km k

A A k Ak m f yη λω + − ⋅=   (4) 

( ) ( ) ( ), 1 1
,, B km k

B B k Bk m f xη λθ − − − ⋅ −=  (5) 

( ) ( ),
,, B km k

B B k Bk m f yη λω + − ⋅=   (6) 

For all four relations we assume 

,1 ,0 A kk mη λ
λ

≤ ≤ ≤ < . Here k  is the session 

number, η  is an integer fixed by common agreement 
such that it would be feasible for any of the entities to 
manipulate a chain with the respective length and 

,A km , ,B km  are the authentic messages from session 
k . We can also observe that the one-way chains are 
split into sequences of length λ  and each such 
sequence will correspond to a particular session; thus, 
given the length of the one-way chains and the length 
of the sequences, the maximum number of 
communication sessions for each entity until these 

chains exhausts will be 
η
λ

 (of course it will be natural 

for the value of η  to be chosen as a multiple of λ  
since the number of sessions is an integer number).  

In session 0, the entities will inform each other, in a 
secure manner to guarantee the authenticity of this 
information, of the values of the pairs 

( ) ( )0, 1A Af xηθ λ − = , ( ) ( )0,0A Af yηω =  and 

( ) ( )0, 1B Bf xηθ λ − = , ( ) ( )0,0B Bf yηω =  which 
represent the tips of the one-way chains. The structure 
of the one way chains is also depicted in figure 1. 

 

( )1 2kf η λ− − − ⋅

, 1 1A kmλ −− − , 1A km −

1λ −

( ), 11,A A kk mθ −−

( )1 1kf η λ− − − ⋅ ( )1kf η λ− − ⋅ ( ) , 11 2 A kk mf η λ −− − − ⋅ −

, 1A kmλ − −

kf η λ− ⋅ ( ) ,1 1 A kk mf η λ− − − ⋅ −

( ),,A A kk mθ

( )1 2kf η λ− − − ⋅

, 1 1A kmλ −− −, 1A km −

1λ −

( ), 11,A A kk mω −−

( )1 1kf η λ− − − ⋅ ( )1kf η λ− − ⋅ ( ) , 11 A kk mf η λ −− − ⋅ +

,A km
kf η λ− ⋅

( ),,A A kk mω

,A kk mf η λ− ⋅ +

1λ −
,A km

1λ −
, 1A kmλ − −

, 1 ,A k A km mα λ −= − +

, 1 ,A k A km mβ λ −= + −  
Figure 1. The structure of the one-way chains 
 

In the first round of every communication session, 
A  represents the message as an integer value 

[ ), 0,A km λ∈ , computes the pair 

( ) ( ), ,, , ,A A k A A kk m k mθ ω  as described in (3),(4) and 

send this to B . After receiving the pair 
( ) ( ), ,, , ,A A k A A kk m k mθ ω ,  B  will determine by 

successive compositions of function  f  two positive 
integers βα ,  with the following properties: if 1k =  
then 1α β λ+ = +  else 2α β λ+ = ⋅ , 

( )( ),,A A kf k mα θ =  ( ), 11,A A kk mθ −−  and also 



( )( ),,A A kf k mβ ω =  ( ), 11,A A kk mω −− . If such 

integers exist then the authentic message is: if  1k =  
then ,1 1Am α= −  else , , 1A k A km mα λ −= − + . Entity B  
must confirm the arrival of such message by sending a 
confirmation which consists in two elements of its one-
way chains ( ) ( ), ,, , ,B B k B B kk m k mθ ω  computed for 

any message ,B km  (in particular if  B  does not need 
to send any information to A  a default message from 
the interval [ )0,λ  could be used). The next 
communication session 1+k  will be started by A  
only if the package received from B  was authentic, A  
will verify the authenticity and recover the message in 
the same way as B  did. 

For the thk  session, the communication will be as 
follows: 

Session ,1k k η
λ

≤ ≤  

Round 1 : A → B : ( ),,A A kk mθ , ( ),,A A kk mω  

Round 2 : B → A : ( ),,B B kk mθ , ( ),,B B kk mω  

Again, it is important to note that each round will 
play the role of the confirmation for the previous 
round, and such confirmation will be sent only if the 
message from the confirmed round was authentic. As 
discussed for the previous protocol, the protocol can be 
stopped by A  at any point. When A  decides to restart 
the conversation it will send a new package with two 
new session keys only if the package from the previous 
round was confirmed, otherwise it has to resend the 
package from the previous round until a valid 
confirmation is received.  

The same restriction, as in the case of the DeMA 
protocol, will remain and only one of the entities (in 
our case A ) can start and stop the protocol.  

Of course the exhaustion of the chains does not 
cause any problem since the entities can reinitialize 
their chains by computing two new chains and sending 
their tips as authentic messages as long as the current 
chains are not exhausted; the attack over the DeMA 
protocol will not hold any more. 

Parameter λ  can improve the flexibility of the 
communication. Suppose that one entity needs to send 
a message which is an integer greater than λ , let the 
message be M λ> . Since by using this protocol only 
small messages situated in the interval [ )0,λ  can be 
sent in each round a chain of length 

( )log 1 1Mλλ ⋅ + +⎢ ⎥⎣ ⎦  is needed in a number of 

log 1Mλ +⎢ ⎥⎣ ⎦  communication sessions with a 

computational effort of 2 λ⋅  compositions of the one-
way function to recover the small messages from each 
round. Indeed, by increasing the value of λ  the 
number of communication rounds decreases while the 
length of the chain and the computational effort to 
recover the message increases.  

Since using large chains requires more 
computational power it is likely that smaller values of 
λ  will be preferable; however in environments where 
communication abilities are drastically limited 
increasing the value of λ  may be considered at the 
price of more computational power. 

 
3.2. Shortcomings of the protocol 

 
The DiMA protocol will resist in the case of the 

attack described on the previous protocol and a 
persistent attacker may not compromise the security by 
making any entity run out of secret keys. 

However, the disadvantages of the DiMA protocol 
compared to the DeMA protocol are the following: the 
one-way chains are quickly exhausted and many 
communication sessions are needed for sending only 
small amounts of authenticated information. 

 
4. The Delayed Message Authentication / 
Direct Chain Authentication Protocol 
(DeMA/DiCA) 

 
We conclude that the DeMA protocol is more 

effective than the DiMA protocol when exchanging 
authentic information; however, it succumbs when the 
chain is exhausted and needs to be re-initialized. On 
the other hand the DiMa protocol does not succumb 
when one needs to re-initialize the chains but exhausts 
very quickly the chains when exchanging authentic 
information. Therefore a hybrid approach, which 
combines the strong points from both of them without 
inheriting their weaknesses, is certainly more effective. 
The hybrid approach uses the DeMA protocol to 
exchange authentic messages and the DiMA protocol 
to authenticate the tips of the new one-way chains. The 
principles on which the protocol works are the 
following: 

1) The protocol uses a one-way function which 
outputs δ  bits. 

2) Two one-way chains are generated by each 
entity: one of length 4η δ+ ⋅  and the other of length 
4 δ⋅ , where η  is an integer fixed by common 
agreement such that it would be feasible for any of the 
entities to manipulate a chain with the respective 
length. Let Aσ  be the one way chain of length 



4η δ+ ⋅  from A ’s side and Bρ  be the one-way chain 
of length 4η δ+ ⋅  from B ’s side. Also, let ,Aσω  be 
the one-way chain of length δ⋅4  from A ’s side and 

,Bρω  be the one-way chain of  length 4 δ⋅  from B ’s 
side. 

3) The first element from each chain is used as an 
initialization value in an off-line initialization stage. 

4) The next η  elements from the chains Aσ  and 

Bρ  are used to exchange authentic information 
between A and B with the DeMA Protocol. 

5) The last δ⋅4  elements from the chains Aσ  and 

Bρ  along with the last δ⋅4  elements from the chains 

,Aσω  and ,Bρω  are used to exchange the authentic 
information between A  and B  necessary to 
reinitialize the two one-way chains with the DiMA 
protocol. Obviously, in this case 4λ =  and in each of 
the δ  sessions 1 bit from each of the 2 new tips of the 
new one-way chains is sent from one entity to the other 
(different values of λ  may be used to improve the 
flexibility of the communication). 

As we have already discussed for the DeMA and 
DiMA protocol, in the DeMA/DiCA protocol only one 
of the entities may start and stop the communication. 
Since the protocol is based on the application of the 
previously described protocols a more detailed 
description is not necessary. 

 
5. Conclusions 

 
Two protocols, DeMA and DiMA, to provide 

authenticity by using one-way chains and without any 
shared secret were proposed and analyzed. A final 
hybrid protocol between these two, which we call 
DeMA/DiCA, appears to be more useful and effective. 
This protocol can be used to exchange authentic 
information between two entities by using only one 
way chains and without using any shared secret. The 
solutions may appear complex; however, we note that 
they can be constructed on simple one-way functions 
which are easy to compute. Therefore, we expect that 
the protocols proposed in this paper are suitable 
especially in constrained environments where 
computational power is limited. As future work we 
consider constructing practical implementations of 
these protocols in order to obtain concrete results and 
estimate their computational efficiency, we are 
concerned with the use of both hash functions and 
functions from public key encryption, such as the 
discrete squaring function, for the generation of the 
one-way chains. 
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